(AES – Substitute bytes)

Pr.: V štandarde AES, vypočítajte hodnotu priamej substitúcie S-boxu pre hodnotu 
[image: image1.wmf]{

}

16

8

F

:

Riešenie:

Výpočet multiplikatívnej inverzie čísla 
[image: image2.wmf]{

}

16

8

F

:

Číslo 
[image: image3.wmf]{

}

(

)

162

81000 1111

F

=

 možno vyjadriť polynómom 
[image: image4.wmf](

)

732

1

fxxxxx

=++++

. Je teda potrebné vypočítať multiplikatívnu inverziu polynómu 
[image: image5.wmf](

)

732

1

fxxxxx

=++++

 modulo 
[image: image6.wmf]843

()1

mxxxxx

=++++

.

Tabuľka 1 Postup výpočtu multiplikatívnej inverzie
	i
	remainder[i]
	quotient[i]
	auxiliary[i]

	1
	
[image: image7.wmf]843

1

xxxx

++++


	-
	0

	2
	
[image: image8.wmf]732

1

xxxx

++++


	-
	1

	3
	
[image: image9.wmf]2

1

x

+


	
[image: image10.wmf]x


	
[image: image11.wmf]x



	4
	
[image: image12.wmf]x


	
[image: image13.wmf]53

1

xx

++


	
[image: image14.wmf]64

1

xxx

+++



	5
	1
	
[image: image15.wmf]x


	
[image: image16.wmf]752

xxx

++





[image: image17.wmf][

]

(

)

[

]

(

)

[

]

[

]

843

732

11

21

10

21

Inicializácia

remaindermxxxxx

remainderfxxxxx

auxiliary

auxiliary

==++++

==++++

=

=



[image: image18.wmf](

)

(

)

843732

3

[3][[1]/[2]]1/1

i

remremremremremxxxxxxxx

=

éù

==++++++++

ëû



[image: image19.wmf](

)

(

)

(

)

843732

8432

2

   x+                    x+ x +       x+

1:x+x+x+x+1=x quot3

     x+                    x+ x + x+ x  

                     

                                        

       x+    1   rem(3)

®

®



[image: image20.wmf][3]  [3].[2][1]

auxquotauxauxx

=+=



[image: image21.wmf](

)

(

)

7322

4

[4][[2]/[3]]1/1

i

remremremremremxxxxx

=

éù

==+++++

ëû



[image: image22.wmf](

)

(

)

732253

75

532

53

x                   +x+x+x+1:x+1=x+x+1  

 quot(4)

 x      +x                              

 

             x        +x+x+x+1

             x        +x                

 

                          

®

2

2

       x+x+1

                                 x      

+1    

                                        

x  rem(4)

®



[image: image23.wmf](

)

(

)

5364

[4]  [4].[3][2]1.11

auxquotauxauxxxxxxx

=+=+++=+++



[image: image24.wmf](

)

(

)

2

5

[5][[3]/[4]]1/

i

remremremremremxx

=

éù

==+

ëû



[image: image25.wmf](

)

(

)

2

2

x+1:x=x  quot(5)

 x           

        1 rem(5)

®

®



[image: image26.wmf](

)

(

)

64

752752

[5]  [5].[4][3].1

auxquotauxauxxxxxx

xxxxxxxx

=+=++++=

=++++=++


Teda 
[image: image27.wmf](

)

{

}

1752

216

()     1010 01004

fxxxxA

-

=++®=



[image: image28.wmf]'

(4)mod8(5)mod8(6)mod8(7)mod8

iiiiiii

bbbbbbc

++++

=ÅÅÅÅÅ



[image: image29.wmf]10001111011

11000111011

11100011100

11110001000

11111000001

01111100111

00111110011

00011111100

éùéùéùéù

êúêúêúêú

êúêúêúêú

êúêúêúêú

êúêúêúêú

êúêúêúêú

×Å=®

êúêúêúêú

êúêúêúêú

êúêúêúêú

êúêúêúêú

êúêúêúêú

êúêúêúêú

ëûëûëûëû

0111

(

)

{

}

216

73

=

 0011 


Hodnota priamej substitúcie S-boxu pre hodnotu 
[image: image30.wmf]{

}

16

8

F

 je 
[image: image31.wmf]{

}

16

73

.

(AES – Substitute bytes)

Pr.: V štandarde AES, vypočítajte hodnotu inverznej substitúcie S-boxu pre hodnotu 
[image: image32.wmf]{

}

16

73

:

Riešenie:

Číslo 
[image: image33.wmf]{

}

16

73

 možno vyjadriť 
[image: image34.wmf]{

}

(

)

162

730111 0011

=

.


[image: image35.wmf]'

(2)mod8(5)mod8(7)mod8

iiiii

bbbbd

+++

=ÅÅÅ



[image: image36.wmf]00100101110

10010010100

01001001011

10100100000

1010

01010010100

00101001101

10010100100

01001010001

éùéùéùéù

êúêúêúêú

êúêúêúêú

êúêúêúêú

êúêúêúêú

êúêúêúêú

×Å=®

êúêúêúêú

êúêúêúêú

êúêúêúêú

êúêúêúêú

êúêúêúêú

êúêúêúêú

ëûëûëûëû

(

)

2

 0100


Výpočet multiplikatívnej inverzie čísla 
[image: image37.wmf](

)

2

1010 0100

:

Číslo 
[image: image38.wmf](

)

2

1010 0100

 možno vyjadriť polynómom 
[image: image39.wmf](

)

752

fxxxx

=++

. Je teda potrebné vypočítať multiplikatívnu inverziu polynómu 
[image: image40.wmf](

)

752

fxxxx

=++

 modulo 
[image: image41.wmf]843

()1

mxxxxx

=++++

.

Tabuľka 1 Postup výpočtu multiplikatívnej inverzie
	i
	remainder[i]
	quotient[i]
	auxiliary[i]

	1
	
[image: image42.wmf]843

1

xxxx

++++


	-
	0

	2
	
[image: image43.wmf]752

xxx

++


	-
	1

	3
	
[image: image44.wmf]64

1

xxx

+++


	
[image: image45.wmf]x


	
[image: image46.wmf]x



	4
	
[image: image47.wmf]x


	
[image: image48.wmf]x


	
[image: image49.wmf]2

1

x

+



	5
	1
	
[image: image50.wmf]53

1

xx

++


	
[image: image51.wmf]732

1

xxxx

++++





[image: image52.wmf][

]

(

)

[

]

(

)

[

]

[

]

843

752

11

2

10

21

Inicializácia

remaindermxxxxx

remainderfxxxx

auxiliary

auxiliary

==++++

==++

=

=



[image: image53.wmf](

)

(

)

843752

3

[3][[1]/[2]]1/

i

remremremremremxxxxxxx

=

éù

==++++++

ëû



[image: image54.wmf](

)

(

)

(

)

843752

863

64

   x+                    x+ x +       x+

1:x+x+x=x quot3

     x+       x              +x         

        

                   x      +x            

    +x+1   rem(3)

®

®



[image: image55.wmf][3]  [3].[2][1]

auxquotauxauxx

=+=



[image: image56.wmf](

)

(

)

75264

4

[4][[2]/[3]]/1

i

remremremremremxxxxxx

=

éù

==+++++

ëû



[image: image57.wmf](

)

(

)

75264

752

x      +x             +x     :x+x+x+1=x 

 quot(4)

 x      +x             +x+x 

                                       x

rem(4)

®



[image: image58.wmf](

)

(

)

2

[4]  [4].[3][2].11

auxquotauxauxxxx

=+=+=+



[image: image59.wmf](

)

(

)

64

5

[5][[3]/[4]]1/

i

remremremremremxxxx

=

éù

==+++

ëû



[image: image60.wmf](

)

(

)

6453

6

4

4

x+x+x+1:x=x+x+1  quot(5)

 x                   

       x+x+1

       x         

             x+1

             x     

                 1 rem(5)

®

®



[image: image61.wmf](

)

(

)

532

75253732

[5]  [5].[4][3]1.1

11

auxquotauxauxxxxx

xxxxxxxxxx

=+=++++=

=++++++=++++


Teda 
[image: image62.wmf](

)

{

}

1732

216

()1    1000 11118

fxxxxxF

-

=++++®=


Hodnota inverznej substitúcie S-boxu pre hodnotu 
[image: image63.wmf]{

}

16

73

 je 
[image: image64.wmf]{

}

16

8

F

.

_1177048079.unknown

_1177048678.unknown

_1177049125.unknown

_1177049548.unknown

_1177049944.unknown

_1177050271.unknown

_1177050433.unknown

_1177050434.unknown

_1177050432.unknown

_1177050032.unknown

_1177049734.unknown

_1177049900.unknown

_1177049696.unknown

_1177049307.unknown

_1177049431.unknown

_1177049461.unknown

_1177049372.unknown

_1177049158.unknown

_1177049273.unknown

_1177049257.unknown

_1177049148.unknown

_1177048950.unknown

_1177049090.unknown

_1177049120.unknown

_1177048996.unknown

_1177048929.unknown

_1177048940.unknown

_1177048679.unknown

_1177048358.unknown

_1177048483.unknown

_1177048554.unknown

_1177048407.unknown

_1177048279.unknown

_1177048313.unknown

_1177048107.unknown

_1177047817.unknown

_1177047911.unknown

_1177047964.unknown

_1177047973.unknown

_1177047952.unknown

_1177047867.unknown

_1177047892.unknown

_1177047844.unknown

_1177047709.unknown

_1177047774.unknown

_1177047788.unknown

_1177047761.unknown

_1177047672.unknown

_1177047698.unknown

_1176892873.unknown

_1176892986.unknown

_1177047661.unknown

_1170428201.unknown

_1176810899.unknown

_1176842662.unknown

_1176810509.unknown

_1170009851.unknown

