1 VYBRANE ALGORITMY FEISTELOVHO
TYPU

1.1 Uvop

Algoritmy Feistelovho typu vyuzivaju znamy princip, ktory umoziiuje postupnou
aplikaciou relativne jednoduchych transformécii' (na baze nelinearnych posuvnych
registrov) vytvorit’ zlozity kryptograficky algoritmus. Tento princip je vyuZzivany
v symetrickych Sifrovacich algoritmoch, pricom najznamejs$im algoritmom tohoto typu
je algoritmus DES (Data Encryption Standard). Ked’ze tento algoritmus bol podrobne
prebrany pocas prednasky, po vysvetleni zdkladného principu opiSeme podrobnejsie
novsi algoritmus Skipjack.

1.2 ZAKLADNY PRINCIP

Zakladny princip algoritmov Feistelovho typu je mozné nazorne vysvetlit’ pomocou
nasledujtceho jednoduchého prikladu.

Priklad
Zvolme dve permutdcie’

f_1234 f_1234
131 2 4 2721 4 3

a nasledovny sposob Sifrovania. Povodnu 8-bitovii spravu x € M rozdelme na dva 4-
bitové bloky x:(mo,ml). Potom vytvorime novu 8-bitovu spravu c, :(ml,mz), kde’
m, =m, + f,(m,) a tento postup este raz zopakujeme, tj. vytvorime c, =(m,,m;), kde
m, =m, + f, mz). Urcite c, pre x:(10011101).

Priklad
Ukdzte, Ze desifrovanie je mozné realizovat’ opacnym postupom, t.j. vyuzZitim vztahov:
m; =m, + f, (mz) a my=m,+ f, (ml) pricom desifrovand hodnota je x = (mo,ml).

! Tento pristup mé Siroké vyuzitie aj v inych oblastiach. Napr. v oblasti zabezpecovacich kodov st
Siroko vyuzivane tzv. zretazené kody (concatenated codes), ktoré z dvoch relativne jednoduchych
Standardnych zabezpecovacich kdédov vytvaraji vykonné zabezpecovacie kody (napr. zretazenie
konvolu¢nych a RS kdédov, turbo kody, ...).

? Zapis funkcie /i znamena, Ze prvy bit sa presunie na tretiu poziciu, druhy bit na prvi poziciu, treti
bit na druhu poziciu, atd’.

’ Operécia + reprezentuje séitanie modulo 2.
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Z predchadzajucich prikladov je zrejmé, Ze funkcie f, a f, nemusia byt prosté
(pretoZe nie je potrebné pocitat’ ich inverzie). VSetkych moznych funkcii f: V, =V,
je

(24)24 ~16'° =1,85%10"

Priklad
Ukazte, Ze nie vSetky volby funkcii f, (m) a f, (m) su pre Sifrovanie vhodné (pomocka:
skuste f, (m) =1000 a f, (m) =0001).

Uvedené sposoby Sifrovania st Specidlnym pripadom tzv. Feistelovho
kryptosystému.

Definicia

Nech mnoZina sprdv M pozostiva zo vSetkych moznych 2n-tic V,,. Nech priestor
kPacov K tvoria vSetky mozné h-tice funkcii & =(f,, f,,....1,), f;: V, >V, pre
kazd¢é i=1,2,...,h apriestor zaSifrovanych textov C=V, . Zobrazenie
T,: KxV, —V,, definované rekurentne vzt'ahmi

xz(mo,ml)eM (1.1)

m,, =m_ + f; (mz)

definuje Feistelov kryptosystém.

1.3 SIFROVACI ALGORITMUS DES A 3DES

Algoritmus DES bol vyvinuty organizaciou NBS (National Bureau of Standards)
v polovici 70-tych rokov. V zmysle predchadzajicej definicie je dizka klaca h=16"
a dizka bloku je 2n=64. Tento systém vyhovuje norme FIPS zroku 1976 (FIBS
publication 46, “Data Encryption Standard”, Federal Information Processing
Standard, National Bureau of Standards, U.S. Department of Commerce, Washington
D.C., January 1997) atiez norme ANSI zroku 1980 (ANSI X3,92-1981,”Data
Encryption Algorithm”, American National Standards Institute, New York, December
31, 1980). Preto je nickedy citovany aj ako systém DEA.

* Funkcie (£}, f>..... f;s) s odvodené z 56 bitového retazca a kPa€ ma teda 56 bitov.
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DES bol vrokoch 1983, 1988, 1993 a 1999 dopliovany a v sti¢asnosti (marec
2000) je najnovsia verzia Standard FIPS PUB 46-3 [4].

VyuZitie Feistelovej Struktiry nelinedrnych posuvnych registrov v algoritme DES
je zrejmé z nasledujuceho obrazku.

| Input |

Initial Permutation )

Ro=L1+f(R1.K2)

L4
[ R15=L14+f(R14.K15) |

K16

Permuted = Y
[R16=L15+f(R15.K16) | [Lie=R15_]
Output T -

(Inverse Initial Perm.,)

A\

| Output |

Obr.1 Feistelova Struktura v algoritme DES

V norme [4] je Specifikované aj vyuzitie algoritmu 3DES (v norme oznac¢ovany ako
TDEA), ktory by podla normy mal po urcitt dobu existovat’ spolo¢ne s algoritmom
AES’ (Advanced Encryption Standard) [6] a umoznit’ v budicnosti postupny plynuly
prechod k Standardu AES.

Zékladny princip Sifrovania a deSifrovania pomocou algoritmu 3DES je znazorneny
na nasledujucich obrazkoch, pricom norma [4] Specifikuje tieto zdkladné mody:

> AES je novy symetricky §ifrovaci §tandard, ktory vyberala organizacia NIST vo verejnej sutazi
v rokoch 1997 az 2000. Americky NIST vybral ako novy Standard pre Sifrovanie algoritmus Rijndael [7]
(¢ita se [rajndol]), autormi ktorého st belgicania Joan Daemen a Vincent Rijmen. Algoritmus Rijndael
goritmus by mal nahradit’ dnes uz malo bezpecny algoritmus DES.

3
APLIKOVANA KRYPTOGRAFIA — CVICENIA (2003)



VYBRANE ALGORITMY FEISTELOVHO TYPU

e Mod 1 —kluce surdzne (K, # K, #K,),
e Modd 2 —dvakltce sarozne (K, #K,, K,=K)),
e Maod 3 —kl'uce st rovnaké (K, =K, = K;).

Kz K3

! !

D@ E®) ——— ciphertext
(o]

o

Y

Y

plaintext — | E
P

a) Encryption

K3 K2 K1

ciphgrtextH DM B - E@) A > DB — pla::r’ltext
b) Decryption

Obr.2 Princip algoritmu 3DES: a) Sifrovanie, b) deSifrovanie

1.4 ALGORITMUS SKIPJACK

23 jina 1998 ministerstvo obrany USA oznamilo, ze NSA (National Security
Agency) odtajnila algoritmy Skipjack (asymetricka Sifra) a KEA (Key Exchange
Algorithm — symetricka S$ifra). Algoritmy Skipjack a KEA mali byt pdvodne
implementované len pomocou technickych prostriedkov (napr. karta FORTEZA™, ...)
atak ich zverejnenie bolo pre odborni verejnost velkym prekvapenim. Aj ked
algoritmus Skipjack nebol prihlaseny (a teda nebol ani kandidatom) do iniciativy AES,
na zaklade jeho architektury je mozné nepriamo odhadnut’, aké bezpecnostné principy
a hranice st priateI'né pre americkl tajna sluzbu, t.j. organizaciu, ktord ho vytvorila
a ktora zdruzuje najlepSich matematikov, fyzikov a inzinierov. Algoritmus Skipjack je
jednym z blokovych Sifrovacich algoritmov pouZzivanych v Internetovom protokole SSL
(Secure Sockets Layer).

Detailny opis je verejne dostupny [5], priCom samozrejme existuju aj referenéné
implementacie v jazyku C. Jedna z nich je uvedena v prilohe.

Skipjack je blokovy algoritmus s dizkou bloku 64 a kI'i¢om, ktory mé 80 bitov.
Zaklad algoritmu tvoria dve Sifrovacie pravidla (Rule A, Rule B) zobrazené¢ na
nasledujtcich obrazkoch.
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Rule A
W1 Wo - W3 - W4
A
counter ><)< N
Rule B
W1 W2 ><‘>> W3 > W4
Y
><>< counter

Obr.3 Iteracné pravidla v algoritme Skipjack

Rovnice pre Sifrovanie:

Rule A:
wi =G (wlk ) ® w; @ counter" (1.2)
wht =G* (w) (1.3)
wit =) (1.4)
wit = wh (1.5)
Rule B:
wi = w; (1.6)
wy =G (wf ) (1.7)
5
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wit =i @ wh @ counter* (1.8)
wit =wf (1.9)
Rovnice pre desifrovanie:
Rule inv A:
W =[G (W) (1.10)
Wi =wih (1.11)
Wi =w; (1.12)
wi T =wl @ wi @ counter"™ (1.13)
Rule inv B:
Wit =[G (wh) (1.14)
wh ! :[Gk’l}il(wf)(@wf ® counter"™ (1.15)
wit =wh (1.16)
wi = wf (1.17)

pricom nelinearna permuticia G je realizovana Feistelovou Struktirou, ktord je
znazornena na nasledujicom obrazku, pricom 256 bajtova tabulka F je v prilohe.
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g (high) g (low) g (high) g,(low)

1
CVak CVgks3 ™|
o b ®
CVaks1 T Vakez
j\w ® ® r ak+z
CVppaz CVaks1 77
o L ® )
CV4k+371 Yk
Lo o b

g (high) g (low) g (high) g (low)

Obr.4 Feistelova Struktura v algoritme Skipjack

Uvedené vztahy, obrazky a programovy kod budii pocas cvifenia vyuzité na
vysvetlenie ¢innosti algoritmu Skipjack.

1.5 SPOSOBY ZAPOJENIA BLOKOVYCH SIFIER

Aj ked kvalita pouzitej blokovej Sifry je jednym znajdolezitejSim faktorov
ovplyviujucich bezpecnost’ celého systému, jej nevhodné pouzitie moze celkovu
bezpecnost’ systému vyrazne ovplyvnit. Existuje niekolko zdkladnych spdsobov
zapojenia blokovych Sifier, ktoré sa v praxi pouzivaji v zavislosti na type aplikacie.
Medzi zakladné mody patria:

ECB mod,
CBC mdd,
CFB mod,
OCB mod.

pricom zékladné sposoby ich zapojenia do celkového systému st znazornené na obr.5.

Priklad

Vysvetlite princip cinnosti zakladnych zapojeni blokovych Sifier (ECB, CBC, CFB a
OFB) zndzornenych na nasledujicom obrazku a opiste ich vyhody, nevyhody a oblast
ich vyuzitia.
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a) Electronic Codebook (ECB) b) Cipher-block Chaining (CBC)
Xi co= IV
n %]
Y G %
key —»o E E' e=—=c
Y ey n Y E-1
- ‘ Xj ——— D o= key
LE x!

/= x Y

-9 E -] o
(i) encipherment (ii) decipherment key P

- xj( = Xj
G
(i) encipherment (i) decipherment
c) Cipher feedback (CFB), r-bit characters/r-bit feedback
r -bit shift r -bit shift
e —————
Cj1
Iy =1V ¥ I
n 5

Y Y

key—=o E r E o= key

n
leftmost ! !
r
Y Y ;
Xj 7 - : - - - XJ = Xj
(i) encipherment (i) decipherment
d) Output feedback (OFB), r-bit characters/n-bit feedback
Oj-1 Oj i
Iy =1V

I lj

key—=o E n E o<— key

Y
leftmost
r bits 0 0

(i) encipherment (ii) decipherment

Obr.5 Zakladné sposoby (mody) zapojenia blokovych Sifier
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PRILOHA

24 June 1998

/*
Skipjack, as defined in the document "Skipjack and KEA Algorithm
dated 29 May 1998, and located at
http://csrc.nist.gov/encryption/skipjack-1.pdf
http://csrc.nist.gov/encryption/skipjack-2.pdf
Note that there is no author, copyright, or other attribution on the PDF file.
This implementation seems to successfully fit the test vectors
listed in the documents. In fact, this version of the code simply
prints the test vector out.
The code is not optimized at all. It is written to be obvious, not
necessarily to be fast.
This code is hereby placed in the public domain. | would _like_ it
if you gave me some credit, but you are under no obligation to do so.
Perry E. Metzger, Piermont Information Systems Inc., 24 June 1998
You can reach me via email at perry@piermont.com
*/

#include <stdio.h>
#include <sys/types.h>

#define PRINTDUMP
/* #define TIMING */

typedef u_int8_t byte;
typedef u_int16_t word;
byte key[10];

const byte ftable[256] = {

I* X0 x1 x2 x3 x4 x5 x6 x7 x8 x9 xA xB xC xD xE xF¥

/* Ox */ Oxa3, 0xd7, 0x09, 0x83, 0xf8, 0x48, 0xf6, 0xf4, 0xb3, 0x21, 0x15, 0x78, 0x99, 0xb1, Oxaf, 0xf9,

/* 1x */ Oxe7, 0x2d, Ox4d, Ox8a, Oxce, Ox4c, Oxca, 0x2e, 0x52, 0x95, 0xd9, Ox1e, Ox4e, 0x38, 0x44, 0x28,
/* 2x */ 0x0a, 0xdf, 0x02, 0xa0, 0x17, 0xf1, 0x60, 0x68, 0x12, 0xb7, 0x7a, 0xc3, 0xe9, Oxfa, 0x3d, 0x53,
/* 3x */ 0x96, 0x84, 0x6b, Oxba, 0xf2, 0x63, 0x9a, 0x19, 0x7c, Oxae, 0xe5, 0xf5, 0xf7, 0x16, Ox6a, 0xa2,
/* 4x *1 0x39, 0xb6, 0x7b, 0x0f, Oxc1, 0x93, 0x81, Ox1b, Oxee, Oxb4, Ox1a, Oxea, 0xd0, 0x91, 0x2f, 0xb8,
/* 5x */ 0x55, 0xb9, Oxda, 0x85, 0x3f, 0x41, 0xbf, Oxe0, 0x5a, 0x58, 0x80, 0x5f, 0x66, 0x0b, 0xd8, 0x90,
/* 6x */ 0x35, 0xd5, 0xc0, Oxa7, 0x33, 0x06, 0x65, 0x69, 0x45, 0x00, 0x94, 0x56, 0x6d, 0x98, 0x9b, 0x76,
/* 7x */ 0x97, Oxfc, 0xb2, 0xc2, 0xb0, Oxfe, Oxdb, 0x20, Oxe1, Oxeb, 0xd6, Oxe4, Oxdd, 0x47, Ox4a, Ox1d,
/* 8x */ 0x42, Oxed, 0x9e, Ox6e, 0x49, 0x3c, Oxcd, 0x43, 0x27, 0xd2, 0x07, Oxd4, Oxde, 0xc7, 0x67, 0x18,
/* 9x */ 0x89, Oxcb, 0x30, 0x1f, 0x8d, Oxc6, 0x8f, Oxaa, 0xc8, 0x74, Oxdc, 0xc9, 0x5d, 0x5¢c, 0x31, Oxa4,
/* Ax */ 0x70, 0x88, 0x61, Ox2c, 0x9f, 0x0d, 0x2b, 0x87, 0x50, 0x82, 0x54, 0x64, 0x26, 0x7d, 0x03, 0x40,
/* Bx */ 0x34, 0x4b, Ox1c, 0x73, 0xd1, Oxc4, Oxfd, 0x3b, Oxcc, Oxfb, 0x7f, Oxab, Oxe6, 0x3e, 0x5b, Oxa5,
/¥ Cx */ Oxad, 0x04, 0x23, 0x9c, 0x14, 0x51, 0x22, 0xf0, 0x29, 0x79, 0x71, 0x7e, Oxff, 0x8c, 0x0e, Oxe2,
/* Dx */ 0x0c, Oxef, Oxbc, 0x72, 0x75, 0x6f, 0x37, Oxa1, Oxec, 0xd3, 0x8e, 0x62, 0x8b, 0x86, 0x10, Oxe8,
/* Ex */ 0x08, 0x77, 0x11, Oxbe, 0x92, 0x4f, 0x24, 0xc5, 0x32, 0x36, 0x9d, Oxcf, 0xf3, Oxa6, Oxbb, Oxac,
/* Fx */ 0x5e, 0x6¢c, 0xa9, 0x13, 0x57, 0x25, 0xb5, 0xe3, Oxbd, 0xa8, 0x3a, 0x01, 0x05, 0x59, Ox2a, 0x46
k

#define HIGH(x)  (((x) >> 8) & 0xff)

#define LOW(x) ((x) & 0xff)

#define CONCAT(h, 1) ((((word)(h)) << 8) | ((word)(l)))
#define CV(x) (key[((x) % 10)])

#define f(x) (ftable[(x)])

static word g(int k, word w)

{
byte g1, 92, 93, g4, g5, g6;
word ret;

g1 = HIGH(w);
g2 = LOW(w);

g3 =f(g2 *CV(4*k )) " g1;
g4 =f(g3 » CV(4*k+1)) * g2;

10
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g5 =f(g4 » CV(4*k+2)) * g3;
g6 = f(g5 » CV(4*k+3)) * g4,

ret = CONCAT(g5, g6);

return(ret);

}

static word inv_g(int k, word w)

{
byte g1, 92, g3, g4, g5, g6;
word ret;

g6 = LOW(w);

g5 = HIGH(w);

g4 =f(g5 » CV(4*k+3))  g6;
g3 = f(g4 » CV(4*k+2)) * g5;
g2 =f(g3 » CV(4*k+1)) » g4;
g1=1(g2 " CV(4*k ))*g3;

ret = CONCAT(g1, g2);
return(ret);

}

static void dump(int i, word w1, word w2, word w3, word w4)

printf("round %2d: %4.4x %4.4x %4.4x %4.4x\n", i, w1, w2, w3, w4);

}

static void ruleA(word *w1, word *w2, word *w3, word *w4, int k)

{
word ¢, t1, t2, t3, t4, tmp;

c=k+1,

t1 = *wi;
t2 = *w2;
t3 = *w3;
t4 = *w4;

tmp = g(k, t1);
w1 =tmp 4 A c;
*w2 = tmp;
*w3 = t2;
*w4 = t3;
}

static void ruleB(word *w1, word *w2, word *w3, word *w4, int k)

{
word c, t1, t2, t3, t4;

c=k+1,

t1 ="*w1;
t2 = *w2;
t3 = *w3;
t4 = *w4;

w1 = t4;
*w2 = g(k, t1);
w3 =t1"2t2"c;
w4 = t3;

}

static void inv_ruleA(word *w1, word *w2, word *w3, word *w4, int k)

{
word ¢, t1, t2, t3, t4;

c=k;

t1 = *wi1;
t2 = *w2;
t3 = *w3;
t4 = *w4;

11
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*w1 =inv_g((k-1), t2);
w2 = t3;
*w3 = t4;
w4 =t1 M2 Mg
}

static void inv_ruleB(word *w1, word *w2, word *w3, word *w4, int k)

{
word c, t1, 2, t3, t4, tmp;

tmp = inv_g((k-1), t2);
*w1 = tmp;
*w2 =tmp M3 A ¢
*w3 = t4;
w4 = t1;

}

void encrypt(word *w1, word *w2, word *w3, word *w4)
inti, k;
k=0;

for (i=0;i<8;i++) {
#ifdef PRINTDUMP
dump(k, *w1, *w2, *w3, *w4);
#endif
ruleA(w1, w2, w3, w4, k++);

}

for (i=0;i<8;i++) {
#ifdef PRINTDUMP
dump(k, *w1, *w2, *w3, *w4);
#endif
ruleB(w1, w2, w3, w4, k++);

}

for (i=0;i<8;i++){
#ifdef PRINTDUMP
dump(k, *w1, *w2, *w3, *w4);
#endif
ruleA(w1, w2, w3, w4, k++);

}

for (i=0;i<8;i++) {
#ifdef PRINTDUMP
dump(k, *w1, *w2, *w3, *w4);
#endif
ruleB(w1, w2, w3, w4, k++);

}
void decrypt(word *w1, word *w2, word *w3, word *w4)
inti, k;
k=32
for (i=0;i<8;i++) {
#ifdef PRINTDUMP
dump(k, *w1, *w2, *w3, *w4);

#endif
inv_ruleB(w1, w2, w3, w4, k--);
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for (i=0;i<8;i++) {
#ifdef PRINTDUMP
dump(k, *w1, *w2, *w3, *w4);
#endif
inv_ruleA(w1, w2, w3, w4, k--);

}

for (i=0;i<8;i++) {
#ifdef PRINTDUMP
dump(k, *w1, *w2, *w3, *w4);
#endif
inv_ruleB(w1, w2, w3, w4, k--);

}

for (i=0;i<8;i++) {
#ifdef PRINTDUMP
dump(k, *w1, *w2, *w3, *w4);
#endif
inv_ruleA(w1, w2, w3, w4, k--);

}
int main(int argc, char **argv)

int i;
word w1, w2, w3, w4;

/* plaintext 33221100ddccbbaa */
w1=0x3322;
w2=0x1100;
w3=0xddcc;
w4=0xbbaa;

I* key 00998877665544332211 */
key[0] = 0x00;
key[1] = 0x99;
key[2] = 0x88;
key[3] = 0x77;
key[4] = 0x66;
key[5] = 0x55;
key[6] = 0x44;
key[7] = 0x33;
key[8] = 0x22;
key[9] = 0x11;

#ifdef TIMING
for (i = 0; i < 65536; i++)
#endif
encrypt(&w1, &w2, &w3, &w4);

dump(32, w1, w2, w3, wa);
#ifdef TIMING
for (i = 0; i < 65536; i++)
#endif
decrypt(&w1, &w2, &w3, &w4);

dump(00, w1, w2, w3, w4);
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