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Zadanie z predmetu Aplikovana kryptografia

Uloha:
1. Vysvetlenie sposobu pouzitia logaritmickej a antilogaritmickej tabul’ky, pri
softvérovej realizacii algoritmu Rijandel.

2. Pretransformovanie logaritmickej tabul’ky do hexadecimalneho kodu.

Teoreticky rozbor:

Sifra Rijandel je interaéna blokova S§ifra (tj. pouziva N, opakujicich sa
rind).Jednotlivé bloky Sifry pracujia s idajmi (medzivysledkami), nazyvanymi Stav. Stav je
mozné reprezentovat, ako obdiZnikovi maticu, ktord méa 4 riadky a Ny stipcov, kde Ny je
dizka bloku(nasobok 32 bitov). Po poéiatoénych operaciach (vypoéet rundovych kli¢ov a
,haxorovanie®), sa ziskané informacie ulozia do premennej Stav, ktora je tvorena maticou
A s rozmermi 4xNp .Potom sa vykoné N, rind podl'a nasledujuceho pseudo kodu v jazyku C:

Round( St at e, RoundKey)

{

Byt eSub( St at e) ;

Shi ft Row( St at e) ;

M xCol utm( St at e) ; /I nevykonava sa v posl ednej runde
AddRoundKey( St at e, RoundKey) ;

pricom Stav je reprezentovany maticou
01 AOZ

(1)

> > > >
z

Operéacia Mixcolumn:

Operacia Mixcolumn spracovava stipce matice Stav(interpretované ako koeficienty
polynému nad telesom GF(2*)) pomocou suginu 0, s polynémom

C(X) = 0x03X* +0x01X* + 0x01X + 0x02 (2)
¢o je mozné reprezentovat’ maticovym zapisom
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Prvky AOGF(2%) je mozné reprezentovat’ viacerymi sposobmi. Jednou z moznosti je
reprezentacia pomocou polynémov. 256 prvkov GF(2*) je mozné reprezentovat’ v jednom
bajte. Nech prvky A, B GF(2%) st reprezentované v tvare

a=(a,,a,,..,a,) Ao a(X)= iqxi 4)
b =(b,,b,,....b,), B o t>(X):Z7“qxi (5)

Nasobenie v GF(2®) je definované zlozitejsim predpisom. Pre polynomialnu
reprezentaciu (4),(5) je nasobenie realizované, ako nasobenie polynomov a(X) a b(X) modulo
ireducibilny polyném stupna 8. Ireducibilny polyndm stupiia 8 nad telesom GF(2)(t.;. ma len
koeficienty 0 a 1) oznaceny, ako m(X) a je definovany v tvare

m=(1,0,0,0,1,1,0,1, 1), mX)=X3+X*+X3+X+1 (6)
Nasobenie dvoch prvkov A, BOGF(2*) je definované takto:

A.*B o (asb) . =a()b(X)modm(X) 7)

GF(2%)

RieSenie(1a):
Ukazeme priklad vypoctu ndsobenia dvoch prvkov v GF(2% 0x57+0x83 =2,
pomocou vzt'ahov (4) az (7). Pri¢om zéapis 0x... znamend hexadecimalny zapis bajtu.

(57),c = (87),, = (1010111),  (83),, = (131),, = (10000011

7 .
a=(1,0,1,0,1,1,1) Ao aX)=>ax =X+X"+X?+X+1

i=0
7 .
b =(1,0,0,0,00,1) B« b(X)=>hX' =X"+X+1
i=0
aX)b(X) =(XP+ X+ X2+ X+ )X+ X +1) = XB+ X T+ XP+ X+ X°+ X+ X+ X° +
X2+ XBHXZ+ X+ X T+ X +1=XB+ X+ X2+ X2+ X0+ X2+ X+ X3 +1

X"+ X% +1

XE+ X+ X+ XP+ X+ X+ X+ X2+ D)+ (XP+ X+ X+ X +1) =X+ X +—
XE+ X+ X+ X +1

OXB+ X2+ X2+ X%+ X%

XM+ X+ X3 +1

OX™+ X"+ X%+ X*+ X3

X"+ X% +1

A*B o (ash) . =a(X)b(X)modm(X) =
=(XPH X+ X2+ X2+ Xe+ X2+ X+ X2 +)modulo(X® + X4 + X* + X +1) =
= X"+ X% +1



Vyslednému  polyndmu  prislacha  (11000001), = (193),, = (Cl),,. Vysledkom
nasobenia dvoch prvkov z GF(2%) je teda 0x57¢ 0x83 = 0xCl.

Je zrejmé, Ze potitanie si&inu GF(2%) pomocou vzt'ahu (7) je relativne komplikované
anapr. pre softvérovi realizaciu neefektivne. Pre tento pripad sa vyuziva postup, ktory
umoziiuje pomocou dvoch tabuliek realizovat’ nasobenie v GF(2*) velmi jednoduchym
sposobom. Vyuzivaju sa dve tabulky: logaritmické tabul'’ka Logtable[256]

antilogaritmicka tabul'’ka Alogtable[256]

word8 Logtable[258] = {

0, 0, 25 1, 50, 2, 26, 198, 75, 199, 27, 104, 51,238, 223, 3,

100, 4, 224, 14, 52, 141, 129, 239, 76, 113, 8, 200, 248, 105, 28, 193,
125, 194, 29, 181, 249, 185, 39, 106, 77, 228, 166, 114, 154, 201, 9, 120,
101, 47, 138, 5, 33. 15,225, 36, 18, 240, 130, 69, 53, 147,218, 142,
150, 143, 219, 189, 54, 208, 206, 148, 19, 92, 210, 241, 64, 70, 131, 56,
102, 221, 253, 48, 191, 6, 139, 98, 179, 37, 226, 152, 34, 136, 145, 16,
126, 110, 72, 195, 163, 182, 30, 66, 58, 107. 40, 84, 250, 133, 61, 186,
43,121, 10, 21, 155, 159, 94, 202, 78, 212, 172, 229, 243, 115, 167, 87,
175, 88, 168, 80, 244,234, 214, 116, 79, 174, 233, 213, 231, 230, 173, 232,
44, 215, 117, 122, 235, 22, 11, 245, 89, 203, 95, 176, 156, 169, 81, 160,
127, 12, 246, 111, 23, 196, 73, 236, 216, 67, 31, 45, 164, 118, 123, 183,
204, 187, 62, 90, 251, 96, 177, 134, 59, 82, 161, 108, 170, 85, 41, 157,
151, 178, 135, 144, 97, 190, 220, 252, 188, 149, 207, 205, 55, 63, 91, 209,
83, 57, 132, 60, 65, 162, 109, 71, 20, 42, 158, 93, 86, 242, 211, 171,
68, 17, 146, 217, 35, 32, 46, 137, 180, 124, 184, 38, 119, 153, 227, 165,
103, 74, 237, 222, 197, 49, 254, 24, 13, 99, 140, 128, 192, 247, 112, 7
|3 ‘

word8 Alogtable[256] = {

1, 3, 5, 15, 17, 51, 85,255, 26, 46, 114, 150, 161, 248, 19, 53,

95, 225, 56, 72,216, 115, 149, 164, 247, 2, 6, 10, 30, 34,102, 170,
2290, 52, 92,228, 55, 89, 235, 38, 106, 190, 217, 112, 144, 171, 230, 49,
83, 245, 4, 12, 20, 60, 68, 204, 79, 209, 104, 184, 211, 110, 178, 205,
76, 212, 103, 169, 224, 59, 77, 215, 98, 166, 241, 8, 24, 40, 120, 136,
131, 158, 185, 208, 107, 189, 220, 127, 129, 152, 179, 206, 73, 219, 118, 154,
181, 196, 87, 249, 16, 48, 80, 240, 11, 29, 39, 105, 187, 214, 97, 163,
254, 25, 43, 125, 135, 146, 173, 236, 47, 113, 147, 174, 233, 32, 96, 160,
251, 22, 58, 78, 210, 109, 183, 194, 93, 231, 50, 86, 250, 21, 63, 65,
195, 94, 226, 61, 71, 201, 64, 192, 91, 237, 44, 116, 156, 191, 218, 117,
159, 186, 213, 100, 172, 239, 42, 126, 130, 157, 188, 223, 122, 142, 137, 128,
155, 182, 193, 88, 232, 35, 101, 175, 234, 37, 111, 177, 200, 67, 197, 84,
252, 31, 33, 99,165,244, 7, 9, 27, 45, 119, 153, 176, 203, 70, 202,

69, 207, 74, 222, 121, 139, 134, 145, 168, 227, 62, 66, 198, 81, 243, 14,
18, 54, 90, 238, 41, 123, 141, 140, 143, 138, 133, 148, 167, 242, 13, 23,
57, 75, 221, 124, 132, 151, 162, 253, 28, 36, 108, 180, 199, 82, 246, 1
2



Pre nasobenie v GF(2%) sa vyuziva nasledujuci kod v jazyku C:

word mul (word8 a, word8 b)

{
if(a & b)
return Al ogtabl e[ (Logt abl e[ a] +Logt abl e[ b]) %255] ;
el se
return O;
}

Ako vidiet zo zapisu, vyuZziva sa tu fakt, Ze log(aeb)=1loga +logb . Postup pri
vypodte nasobenia dvoch prvkov v GF(2*), pomocou tychto tabuliek je velmi jednoduchy.

V prvej tabul’ke(Logtable) ndjdeme na rovnakej pozicii, ako je hodnota nasho prvku
hodnotu. Rovnakym spdsobom ndjdeme aj hodnotu pre druhy prvok, ktory nasobime.
Nesmieme zabudnut’ na to, Ze v jazyku C sa prvky v tabulke rataju od 0 (teda 0 az 255)ked’ze
ide 0256 prvkovu tabulku, zlava doprava po riadkoch. Tieto dve hodnoty spoclitame a
aplikujeme operaciu modulo255. Vyslednd hodnota potom predstavuje poziciu v druhej
tabul’ke(Alogtable), na ktorej sa nachaddza uz vysledna hodnota nésobenia.

Tento postup teraz overime na predoslom priklade 0x57 « 0x83 = 0xCl.
(57),s = (87),, =(1010111), (83),, =(131),, =(10000011)

Najdeme teda v prvej tabul’ke(Logtable) hodnoty, ktoré st na poziciach 87 a 131.

words Logtable[256] = {
0, 0, 25, 1, 50, 2, 26,198, 75,199, 27, 223, 3,
100, 4, 224, 14, 52, 141, 129, 239, 76 , 105, 28, 193,

125, 194, 29, 181, 249, 185, 39, 106, 14, 154 01, 9,120,
101, 47, 138, 5. 33, 15, 225, 36, 1§ ﬁa 53, 147, 218, 142,
150, 143, 219, 189, 54, 208, 208, 14§ 1ﬂ 241, 54 ?ﬂ.131 58,
102, 221, 253, 48, 191, &, 138, EFY 179, 37, 226, 162, 34, 13&. 145, 16,
126, 110, 72, 195, 163, 182, 30, 66, 58, 107, 40, 84, 250, 133, 61, 186,
43, 121, 10, 21, 155, 159 94 202, 78, 212, 172, 229, 243, 115, 167. 87.
4, 116, 79, 174, 233, 213, 231, 230, 173, 232,
45, 89, 203, 95, 176, 156, 160, 81, 180,
g §7, 31, 45, 164, 118, 123, 183,
82, 161, 108, 170, 85, 41, 157,
151, 178, 135, 144, 97, 190, 220° HA, 149, 207, 205, 55, 63, 91, 209,
B3, 57,132 60, 65, 162, 109, 71, =/, 42, 158, 93, 84, 242 211,171,
68, 17,1486, 217, 35, 32, 46, 137, 180, 124, 184, 38, 119, 153, 227, 165,
103, 74, 237, 222, 197, 49, 254, 24, 13, 99, 140, 128, 192, 247, 112, 7

k

175, 88, 166, I 244
44, 215, 117,122,
127, 12, 248, 111, 23
204, 187, B2, 90, 251, %

Na tychto poziciach sa nachadzaji hodnoty 98 a 80. Teda sucet je 178. Na 178.pozicii
budeme v druhej tabul'ke (Alogtable) hl'adat’, vysledok naSho pocitania(nasobenia).



word8 Alogtable{256] = {

1, 3, 5, 15, 17, 51, 85, 255, 26, 46, 114, 150, 161, 248, 19, 53,

55, 225, 56, 72,216, 115, 149, 164, 247, 2, 6, 10, 30, 34, 102 170,
229, 52, 92 228, 55, 89, 235, 38, 106, 15!121? 112, 144, 171, 230, 49,
83, 245, 4, 12, 20, 60, 68, 204, 79, 209, 104, 184, 211, 110.1?3,205
T8, 212, 103, 169, 224, 59, 77, 215, 98, 15& 241, 8, 24, 40, 120, 136,
131, 158, 1856, 208, 107, 189, 220, 127, 129, 152, 179, 206, 73, 219, 118, 154,
181, 196, 87, 249, 1 B0, 240, 11, 29, 39, 105, 187, 294, 97, 183,
254, 25 43, 1251 238, 47,113,147, 174, 233, 32, 08, 160,
251, 22, 58, 78,2 9493231 50, 88, 250, 21, EBEi
195, 94, 226, G T182, 81, 237, 44, 116, 156, 191, 218, 117,
150, 186, 213, O, 42, 126, 130, 157, 188, 223, 122, 142, 137, 128,
155, 182, [EX] 88, 232,35 1{|1 175, 234, 37, 111,177, 200, &7, 19? B4,
252, 31, 33, 90, 185, 244, T, 9, 27, 45, 119, 153, 176, 203, 70, 202,

€9, 207, 74, 222, 121 139, 134, 145, 188, 22? 62, 66, 198, 81, 243, 14,
18, 54, 90, 238, 41, 123, 141, 140, 143, 138, 133, 148, 167, 242, 13, 23,
57, 75,221,124, 132, 151, 1&2. 253. 28, 315. 1‘.‘]3. 1ECI. 199, 82, 248, 1
¥

Ako vidiet' v druhej tabulke(Alogtable) na 178 pozicii sa nachadza prvok 193, ¢o suhlasi
s vysledkom pomocou numerického ratania 0x57 « 0x83 = 0xC1 = (193),, -

RieSenie(1b):
Ukéazeme priklad vypoétu nasobenia dvoch prvkov v GF(2®) 55¢ 78 =2, pomocou
vztahov (4) az (7). Budeme postupovat’ rovnakym sposobom, ako v predoslom rieseni.

(55),, =(110111),  (78),, =(1001110)
7 .

a=(L1,0,L1,1) AocaX)=>aX =X+X"+X?+X+1
i=0

7 .
b=(100LLL0) B bX)=>bX' =X°+X*+X?+X
i=0

A B o (@sh) . =aX)b(X)modm(X) =

=(XM+ X0+ X+ X%+ X3+ X)modulo(X® + X+ X3+ X +1) =
=XCHXPH X+ X3+ X2+ X

Vyslednému polyndému prislucha (1111110), =(126),,. Vysledkom nasobenia dvoch
prvkov z GF(2*) je teda 55+ 78 =126.

Overime spravnost’ rieSenia pomocou tabuliek. Najdeme v prvej tabulke hodnoty na
poziciach 55 a 78.



wordf Logiable(256] = {
0, 0,25, 1,50, 2. 26,198, 75,199, 27, 104, 51,238,
100, 4,224, 14, 52 141, 129, , 113, 8, 248, 1
125,194, 29, 181, 249, 185, 39, 106, 77, 228, 166, 114, 154, 201, 9,120,

, 169, 81, 180,
£, 164, 113,123 183,
15? 62, 90, 251 986, 1?? 134, 08 1?1J B5, 41, 157,
51 178, 135,144 ﬂ?1ﬂﬂ.‘220,2521$, 8, 207, 205, 55, 63, 91, 209,
83, 57,132, 60, 65, 162, 109, 71, 20, 42, 158, 93, 86, 242, 211, 171,
88, 17,146, 217, 35, 32, 46, 137, 180, 124, 184, 38, 119, 153, 227, 165,
103, 74, 237, 222, 197, 49, 254, 24, 13, 99, 140, 128, 192, 247, 112, 7

I3

Na tychto poziciach sa nachadzaju hodnoty 36 a 131. Teda sucet je 167. Na 167.
pozicii budeme v druhej tabul’ke (Alogtable) hl'adat’, vysledok nasho pocitania(ndsobenia).

word8 Alogtabie{256] = {
1, 3, 5, 15, 17, 51, 85,255, 26, 46, 114, 150, 161,248, 19, 53,
56, 72,218, 115, 149, 184, 247, 2, 6, 10, 30, 34, 102, 170,
2 5, 89, 235, 38, 106, 190, 217, 112, 144, 171, 230, 49,
m, 68, 204, 79,209, 104, 184, 211, 110, 178, 205,
:a-g , 77,215, 98, 186, 241, B4, 40, 120, 136,
g,zzu 127, 129, 152, N, 73, 219, 118, 154,
43,1

48, 80, 240, 11, 014, 97, 163,
§, 233, 32, 96, 160,

24

25135 48, 173, EH 4

78, 210, 108, 1331 194, §

61, 71,201, 64, 192 —ip ,11E 156, 191 215 17,
100, 172, 239, 42, | 130 157, 188, 223, 122, 142, 137, 128,
88, 232, 35, 101, 175, 234, 37, 111, 177, 200, 67, 197, &4,
165, 244, 7, 9, 27, 45, 119, 153, 176, 203, 70, 202,
21,139, 134, 145, 168, 227, 62, 66, 198, 81, 243, 14,
1,123, 141, 140, 143, 138, 133, 148, 167, 242, 13, 23,
32151 162, 253, 26, 36, 108, 180, 199, 82, 246, 1

72,2
22,
2

5
24 20,
2

131,1
1E1

3,
95, 225,
229, 52,
83, 245,
78, 212, 1

158,

196,

25,

22,
195, 94, 226,
159, 186, 213,
155, 182,
252, 21,
69, 207, 74
18, 54, 80,
57, 75,221,
k

4,
103, 1
185,
87,
251 58,
2
183,
33,

99,
4, 2221
2354
124, 1

Ako vidiet' v druhej tabulke(Alogtable) na 167 pozicii sa nachadza prvok 126, ¢o suhlasi
s vysledkom pomocou numerického ratania55e 78 =126 .



RieSenie(1c):
Ukazeme priklad vypoétu nasobenia dvoch prvkov v GF(2%) 232« 111=2?, pomocou
vztahov (4) az (7). Budeme postupovat’ rovnakym sposobom, ako v predoslom rieseni.

(232),, = (11101000),  (111),, = (1101111)

7 .
a=(1,1,1,0,1,0,0,0) AocaX)=>aXx =X"+X°+X*+X3

i=0

b =(1,1,0,1,1,1,1)
7 . 7 .
BobX=>bX"=X+AcaX)=) aX =X*+X*+X3++X?+X+1
i=0 i=0
A.*B o (a- b)GF(zs) = a(X)b(X)modm(X) =
=(XP+ X2+ X+ X0+ X+ X3 modulo(X® + X+ X3+ X +1) =
=X+ X+ X +1
Vyslednému polynému prislucha (10100011), =(163),,. Vysledkom nasobenia dvoch
prvkov z GF(2*) je teda 232+111=163.

Overime spravnost’ rieSenia pomocou tabuliek. Néjdeme v prvej tabulke hodnoty na
poziciach 232 a 111.

wordd Logtable(258] = [

0, 0, 25 1, 50, 2, 26, 198, 75, 188, 27, 104, 51 238 23, 3,

100, 4,224, 14, 52, 141, 129, 236, 78 113, 8 200, 248, 105, 22, 183,
125, 184, 29, 181, 248, 185, 39,108, V7, 27466, 114, 154, 201, 9,120,

101, 47,138, 5, 33, 15, 226, 36, 16, 240 5a N7, 218, 142,

150, 143, 210, 189, 54, 208, 205, 148, 18 0, 131, 58,
102, 221, 253, 48, 191, &, 138, 98, 179, I7 22 45, 18,
126, 110, 72, 195, 163, 162, 30, 66, 58, 4, 3
43,121, 10, 21,155, 159, 94, 202, 78 16, 167, 87,

44,215, 117 | B0, 20, 95, 176, 156, 165, 81, 180,
127, 12, 248 (216, 87, 8¢, 45, 164, 118, 123, 183,
204, 187, 82, 90> . 59

. 82, 161, 108, 170, 85, 41, 167,
168, 149, 207, 205, 55, 63, 91,209,

164, 17E, 135, 144, 97,
42, 158, %ﬁﬂﬁ. 242 11,11,

83, 57, 132, 60, 65,
64, 17, 46, 217, 35, 32, 46 f
103, 74,237, 222, 197, 49,254, 24, 13,

3

Na tychto poziciach sa nachadzaji hodnoty 186 a 180. Teda sucet je 366. Sucet je
vacsi ako 255, teda aplikujeme modulo operaciu a ziskame hodnotu 366mod255=111.Na 111.
pozicii budeme v druhej tabul’ke (Alogtable) hl'adat’, vysledok nasho pocitania(ndsobenia).



words

48, 114, 150, 161, 246, 18, 53,

47, 2, €, 10, 30, 34,102, 170,

, 52, 33, 105, 1&1 217, 112, 144, 11, 230, 49,
83, 245, 4, 12, 20. B0, B . 79, 209, 104, 184, 211, 110, 178, 205,

234,3?111 1??2&15?1!? B,
, 45,118, 153.1?13 203, ?0.20‘2'
Bﬂ

Ako vidiet' v druhej tabulke(Alogtable) na 111 pozicii sa nachadza prvok 163, ¢o suhlasi
s vysledkom pomocou numerického ratania232«111=163.

RieSenie(2):
Nasou ulohou bolo, pretransformovanie logaritmickej tabul’ky do hexadecimalneho
kédu. Po pretransformovani vyzera tabul’ka nasledovne:

0,0,19,1,32,2, 1A, C6,4B, C7, 1B, 68, 33, EE, E9, 3

64,4 ,E0,E, 34, 8D, 81, EF, 4C, 71, 8, C8, F8, 69, 1C, C1
7D, C2, 1D, BS, F9, B9, 27, 6A, 4D, E4, A6, 72, 9A, C9, 9, 78
65, 2F, 8A, 5,21, F, E1, 24, 12, F0, 82, 45, 35, 93, DA, 8E

96, 8F, DB, BD, 36, D0, CE, 94, 13, 5C, D2, F1, 40, 46, 83, 38
66, DD, FD, 30, BF, 6 , 8B, 62, B3, 25, E2, 98, 22, 88, 91, 10
7E, 6, 48, C3, A3, B6, 1E, 42, 3A, 6B, 28, 54, FA, 85, 3D, BA
2B, 79, A, 15, 9B, 9F, 5E, CA, 4E, D4, AC, ES, F3, 73, A7, 57
AF, 58, A8, 50, F4, EA, D6, 74, 4F, AF, E9,D5, E7, E6, AD, E8
2C, D7, 75, 7A, EB, 16, B , F5, 59, C6, 5F, 60, 9C, A9, 51, A0
7F, C, F6, 6F, 17, C4, 49, EC, D8, 43, 1F, 2D, A4, 76, 7D, B7
CC, BB, 3E, 5A, FB, 60, B1, 86, 3B, 52, A1, 6C, AA, 55, 29, 9D
97, B2, 87, 90, 61, BE, DC, FC, BC, 95, CF, CD, 67, 3F, 5B, D1
53,39, 84, 3C, 41, A2, 6D, 47, 14, 2A, 9, 5D, 56, F2, D3, AB
44,11, 92, D9, 23, 20, 2E, 89, B4, 7C, BS, 26, 77, 99, E3, A5
67, 4A, ED, DE, C5, 31, FE, 18, D, 63, 8C, 80, C0, F7, 70, 7



