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Uloha.

Vytvorte inverznu S tabul'ku a tuto preved’'te do hexadecimalneho tvaru.

Teoreticky rozbor.

Operacia ByteSub

Operacia Bytesub je nelinedrna bajtova substitucia, realizovana nezavisle na vsetkych
bajtoch matice (1.0).

Av A A, A

A A A, An

Ala, A, A, A (19)
A, A, A Aij—l

Substitu¢na tabul’ka (tzv S-box) je invertiblné transformécia skladajica sa z dvoch
transformicii:

1. pre hodnotu A, DGF(28),AJ- # 0 urCime multiplikativne inverzné ¢islo A; =0 je

mapovand na hodnotu 0.
2. Hodnota X « (X,,X,...,%,) je transformovana affinou transformaciou (nad telesom

GF(2)) podrla vzt'ahu
Yol [T 0001 1 1 1% [1]
Yi 1 1.0 0 0 1 1 1%/ |1
Y, 1 110001 1% |0
X! [0
y3:111100013+ (1.1)
Y, [1 1 1 11 0 0 0|l%]| |0
Ys| |01 1 1 1 1 0 ofx]| [!
Yol [0 01 1 1 1 1 0ofx]| |1
Y, [0 00 1 1 1 1 1]x/| [0

Pouzitie S-boxu na vSetky bajty premennej stav je oznacované ako ByteSub(State).



Pouzité tabul’ky:

word8 Logtable[256]={

0,0,25,1,50, 2,26, 198, 75,199, 27, 104, 51, 238, 223, 3,

100, 4, 224, 14, 52, 141, 129, 239, 76, 113, 8, 200, 248, 105, 28, 193,
125, 194, 29, 181, 249, 185, 39, 106, 77, 228, 166, 114, 154, 201, 9, 120,
101, 47, 138, 5, 33, 15, 225, 36, 18, 240, 130, 69, 53, 147, 218, 142,

150, 143, 219, 189, 54, 208, 206, 148, 19, 92, 210, 241, 64, 70, 131, 56,
102, 221, 253, 48, 191, 6, 139, 98, 179, 37, 226, 152, 34, 136, 145, 16,
126, 110, 72, 195, 163, 182, 30, 66, 58, 107, 40, 84, 250, 133, 61, 186,
43,121, 10, 21, 155, 159, 94, 202, 78, 212, 172, 229, 243, 115, 167, 87,
175, 88, 168, 80, 244, 234, 214, 116, 79, 174, 233, 213, 231, 230, 173, 232,
44,215, 117,122, 235, 22, 11, 245, 89, 203, 95, 176, 156, 169, 81, 160,
127,12, 246, 111, 23, 196, 73, 236, 216, 67, 31, 45, 164, 118, 123, 183,
204, 187, 62,90, 251,96, 177, 134, 59, 82, 161, 108, 170, 85, 41, 157,
151, 178, 135, 144, 97, 190, 220, 252, 188, 149, 207, 205, 55, 63, 91, 209,
83,57, 132, 60, 65, 162, 109, 71, 20, 42, 158, 93, 86, 242, 211, 171,

68, 17, 146, 217, 35, 32, 46, 137, 180, 124, 184, 38, 119, 153, 227, 165,
103, 74, 237, 222, 197, 49, 254, 24, 13, 99, 140, 128, 192, 247, 112, 7
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word8 Alogtable[256]={

1,3,5,15,17, 51, 85, 255, 26, 46, 114, 150,161, 248, 19, 53,

95,225, 56,72, 216, 115, 149, 164, 247, 2, 6, 10, 30, 34, 102, 170,

229, 52,92, 228, 55, 89, 235, 38, 106, 190, 217, 112, 144, 171, 230, 49,
83,245, 4, 12, 20, 60, 68, 204, 79, 209, 104, 184, 211, 110, 178, 205,
76,212,103, 169, 224, 59, 77, 215, 98, 166, 241, 8, 24, 40, 120, 136,

131, 158, 185, 208, 107, 189, 220, 127, 129, 152, 179, 206, 73, 219, 118, 154,
181, 196, 87, 249, 16, 48, 80, 240, 11, 29, 39, 105, 187, 214,97, 163

254, 25,43, 125, 135, 146, 173, 236, 47, 113, 147, 174, 233, 32, 96, 160,
251, 22,58, 78,210, 109, 183, 194, 93, 231, 50, 86, 250, 21, 63, 65,

195,94, 226, 61, 71, 201, 64, 192, 91, 237, 44, 116, 156, 191, 218, 117,

159, 186, 213, 100, 172, 239, 42, 126, 130, 157, 188, 223, 122, 142, 137, 128,
155, 182, 193, 88, 232, 35, 101, 175, 234,37, 111, 177, 200, 67, 197, 84,
252,31, 33,99, 165,244,7,9, 27, 45, 119, 153, 176, 203, 70, 202,

69, 207, 74, 222, 121, 139, 134, 145, 168, 227, 62, 66, 198, 81, 243, 14,

18, 54, 90, 238, 41, 123, 141, 140, 143, 138, 133, 148, 167, 242, 13, 23,
57,175,221, 124, 132, 151, 162, 253, 28, 36, 108, 180, 199, 82, 246, 1
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S-Tabulky:

Word8 S[256]={

99,124, 119, 123,24, 107, 111, 197, 48, 1, 103, 43, 254, 215, 171, 118,
202, 130, 201, 125, 250, 89, 71, 240, 173, 212, 162, 175, 156, 164, 114, 192,
183, 253, 143, 38, 54, 63, 247, 204, 52, 165, 229, 241, 113, 216, 49, 21,
4,199, 35, 195, 24, 150, 5, 154, 7, 18, 128, 226, 235, 39, 178, 117,
9,131, 44, 26, 27, 110, 90, 160, 82, 59, 214, 179, 41, 227, 47, 132,
83,209, 0, 237, 32, 252, 177, 91, 106, 203, 190, 57, 74, 76, 88, 207,

208, 239, 170, 251, 67, 77, 51, 133, 69, 249, 2, 127, 80, 60, 159, 168,

81, 163, 64, 143, 146, 157, 56, 245, 188, 182, 218, 33, 16, 255, 243, 210,
205, 12, 19, 236, 95, 151, 68, 23, 196, 167, 126, 61, 100, 93, 25, 115,

96, 129, 79, 220, 34, 42, 144, 136, 70, 238, 184, 20, 222, 94, 11, 219,
224,50, 58, 10, 73, 6, 36, 92, 194, 211, 172, 98, 145, 149, 228, 121,
231,200, 55, 109, 141, 213, 78, 169, 108, 86, 244, 234,101, 122, 174, 8,
186, 120, 37, 46, 28, 166, 180, 198, 232, 221, 116, 31, 75, 189, 139, 138,
112, 62, 181, 102, 72, 3, 246, 14, 97, 53, 87, 185, 134, 193, 29, 158,
225,248,152, 17, 105, 217, 142, 148, 155, 30, 135, 233, 206, 85, 40, 223,
140, 161, 137, 13, 191, 230, 66, 104, 65, 153, 45, 15, 176, 84, 187, 22

X

Word8 Si[256]={

82,9, 106, 213, 48, 54, 165, 56, 191, 64, 163, 158, 129, 243, 215, 251,
124, 227, 57, 130, 155, 47, 255, 135, 52, 142, 67, 68, 196, 222, 233, 203,
84,123, 148, 50, 166, 194, 35, 61, 238, 76, 149, 11, 66, 250, 195, 78,

8, 46, 161, 102, 40, 217, 36, 178, 118, 91, 162, 73, 109, 139, 209, 37,
114, 248, 246, 10, 134, 104, 152, 22, 212, 164, 92, 204, 93, 101, 182, 146,
108, 112, 72, 80, 253, 237, 185, 218, 94, 21, 70, 87, 167, 141, 157, 132,
144, 216, 171, 0, 140, 188, 211, 10, 247, 228, 88, 5, 184, 179, 69, 6,

208, 44, 30, 143, 202, 63, 15,2, 193, 175, 189, 3, 1, 19, 138, 107

58,145, 17, 65, 79, 103, 220, 234, 151, 242, 207, 206, 240, 180, 230, 115,
150, 172, 116, 34, 231, 173, 53, 133, 226, 249, 55, 232, 28, 117, 223, 110,
71,241, 26, 113,29, 41, 197, 137, 111, 183, 98, 14, 170, 24, 190, 27,
252, 86, 62, 75, 198, 210, 121, 32, 154, 219, 192, 254, 120, 205, 90, 244,
31,221, 168, 51, 136, 7, 199, 49, 177, 18, 16, 89, 39, 128, 236, 95,

96, 81, 127, 169, 25, 181, 74, 13, 45, 229, 122, 159, 147, 201, 156, 239,
160, 224, 59, 77, 174, 42, 245, 176, 200, 235, 187, 60, 131, 83, 153, 97,
23,43, 4, 126, 186, 119, 214, 38, 225, 105, 20, 99, 85, 33, 12, 125
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Si tabul’ka v hexa formate {

52,9, 6A, D5, 30, 36, AS, 38, BF, 40, A3, 9E, 81, F3, D7, FB,
7C, E3, 39, 82, 9B, 2F, FF, 87, 34, 8E, 43, 44, C4, DE, E9, CB
54, 7B, 94, 32, A6, C2, 23, 3D, EE, 4C, 95, B, 42, FA, C3, 4E

8, 2E, Al, 66, 28, D9, 24, B2, 76, 5B, A2, 49, 6D, 8B, DI, 25,
72, F8, F6, 64, 86, 68, 98, 16, D4, A4, 5C, CC, 5D, 65, B6, 92,
6C, 70, 49, 50, FD, ED, B9, DA, 5E, 15, 46, 57, A7, 8D, 9D, 84,
90, D8, AB, 0, 8C, BC, D3, A, F7, E4, 58, 5, B8, B3, 45, 6,

DO, 2C, 1E, 8F, CA, 3F, F, 2 C1, AF, BD, 3, 1, 13, 8A, 6B,
3A,91, 11,41, 4F, 67, DC, EA, 97, F2, CF, CE, F0, B4, E6, 73,
96, AC, 74,22, E7, AD, 35, 85, E2, F9, 37, E8, 1C, 75, DF, 6E,
47,F1, 1A, 71, 1D, 29, C5, 89, 6F, B7, 62, E, AA, 18, BE, 1B,
FC, 56, 3E, 4B, C6, D2, 79, 20, 9A, DB, CO0, FE, 78, CD, 5A, F4,
1F, DD, A8, 33, 80, 7, C7, 31, B1, 12, 10, 59, 27, 80, EC, 5F,

60, 51, 7F, A9, 19, B5, 4A, D, 2D, ES5, 7A, 9F, 93, C9, 9C, EF,
A0, EO, 3B, 4D, AE, 2A, F5, B0, C8, EB, BB, 3C, 83, 53, 99, 61,
17,2B, 4, 7E, BA, 77, D6, 26, E1, 69, 14, 63, 55, 21, C, 7D
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Postup pri vytvarani S tabul’ky:

V logaritmickej tabulke si ako prvé ur¢ime hodnotu exponentu logaritmu v Galoisovom poli.
Nech je to napr. log, 4= e , kde e —reprezentuje exponent, ktorého hodnotu si uréime

pomocou logaritmickej tabul’ky Logtable[256].

S tabul’ky je to hodnota 50 priCom si treba v§imnut’ usporiadanie hodnot v tabul'ke ktoré je
nasledovné: prvé ¢islo predstavuje nulti poziciu a zvySné pozicie jedna az
dvestopitdesiatpit. Na 5 pozicii (hodnota 4) je teda — e = 50, (4 =2Z"). Pre hodnotu 50

uréime inverzny prvok € tak, Ze vychidzame zpodmienky e+e =255(=0). Teda
e =255-e=255-50=205. Tato hodnotu si ndjdeme v tabulke Logtable (kde je

zvyraznena ). Teraz mame opaény pripad kedy k exponentu € = 205 mame uréit’ hodnotu
logaritmu. Pri tomto pouZijeme antilogaritmickl tabul'ku Alogtable[256]. Exponent 205 nam
reprezentuje poziciu prvku v antilogaritmickej tabul'ke. Téato tabulka ma tiez usporiadanie
poc¢nuc 0 po 255. Tak k exponentu 205 je vysledok na pozicii 206. Téato pozicia ma hodnotu

203 a teda plati 2205 = 203. Spatnym postupom sa da overit’ hodnota logaritmu 4. Hodnota

203 zodpoveda multiplikativnemu inverznému &islu X, ktoré nam posluzi k vytvoreniu S
(substitucnej) tabulky. Cislo X vyjadrené v binarnom tvare sa dosadi do vztahu (1.1),
ktorého vysledkom je ¢islo 1 1 0 1 1 1 1 1), =(223),,. Tento udaj je v tabulke

S[256] zvyrazneny. Tabul'ku Si (inverzna ku S) zostavime tak, ze preusporiadame S tabul’ku
tek, Ze Cisla pozicii budi predstavovat’ hodnoty a naopak, jej hodnoty buda v inverznej S-
Tabul’ke prislusné. Plati, ze prvok 223 z S[256] , je v tejto tabulke na 239 pozicii. Tato
pozicia je stcasne hodnota prvku v Si tabulke t.j. 239, ktora je na 223+1 pozicii v tabul'ke
Si[256].

Spitné overenie spoCiva v ur€eni pozicie v tabulke S[256] kde pre poziciu (239+1) je
hodnota 223.



Uskuto¢nime tento cely postup eSte pre hodnotu logaritmu 247, ktorej zodpovedd exponent
e=24, 247=27".Pree je € =255-24=231. V tabulke Alogtable [256] je na pozicii
(231+1) hodnota 140, z**' =240. Dosadenim X = (140),, do vztahu (1.1) v binidrnom tvare
dostaneme vysledni hodnotu vStabulke (0 1 1 1 0 1 1 0),=(118),. Pre tato

hodnotu 118, ktord je v S tabul’ke na pozicii 15, v tabul’ke Si zodpoveda na pozicii (118+1)
hodnota 15. Pri spidtnom postupe z 15 sa v S tabul’ke dopracujeme k hodnote 118 na pozicii
(15+1).

Postup pri vvtvarani Si tabul’ky:

V tomto pripade mame k dispozicii y. Zo vzt'ahu 1.1, v ktorom si prv vyjadrime vektor x,
obdrzime X' nasledovne.

Vo] 1000 1 1 1 1[%] [1]
Yi 1100 0 1 1 1]X%] (I
Yol |1 1100 0 1 1|X%]| |0
Ys{_|1 111000 1|X%]| |0
Yo |1 1 111 00 0%/ |0
Ys| |01 1 1 1 1 0 0%/ |1
Ye| 100 1 1 1 1 1 0fx| |1
Y;] [0 00 1 1 1 1 1]x] |0]
AKk si ju prepiSeme do symbolického tvaru:
y=Ax0Ov
Vyjadrime si vektor X:
x=A"(yov)
A" ... Inverzna matica ku matici A
v .ft1oo0oo0 110
Teda
'] o o100 1 0 1[y,| 1]
X 1 001 001 0[|Y 1
| |01 001 00 1[|y,| |0
X|_[1 0100100 y3D0
| {01 01 00 1 0ffy,| |0
x| (001 01 00 1]|y]| [1
X | |1 00 1 01 0 O0ffy]| |!
%] [0 1.0 0 1 01 0fly| [0]




Vysledny vektor )_(predstavuj e x'. K tomuto ¢&islu e$te musime najst’ prislusné inverzné &islo
X, ako prvok S tabulky.

Priklad 1.
Nech y=@23),=ft 101111 1,=[y, v V, ¥ Vi ¥ Yo Vi
%] [o o1 00 1 0 1](Tt] [1]) [1]
x| [1 001 001 0lf[1] |1 1
| (01001 00 1]/[0] |0 0
X |_[1 0100 10 0ffft] 0] |0
X, {0101 00 1 0f[1] |0 1
x| (001 01 00 1[[|1] |1 0
x| [1 00101 0 o0|f1] [1 1
x| [0 100 10 1 ofl[t] [0]) [1]

101111 1,=(03),=x

Inverzné ¢islo h'addme podobne, ako pri vytvarani S tabul’ky:

* 203 -tia pozicia Logaritmickej tabul’ky je ¢islo 205

e € =255-e=255-205=50, teda si ngjdeme 50 +1. poziciu Alogaritmickej tabul’ky, ¢o
jecislo 4.

Tento vysledok je prvok Si tabul’ky.

Priklad 2.
Nech y=224),=t 110000 0,=[v, v\ V» V5 Vi Vs Y. Y]
%] fo o1 00 1 0 1](Tt] [1]) [o]
x| |1 oo 100 1 offt] |1 1
| |01 001 00 1|[[t] |0 0
X |_[1 0 100 10 0ffo]_{0]]_|0
X, {0101 00 1 off/o] |0 1
x| [0 01 01 00 1[[|0] |1 1
x| [1 001010 00 |1 1
%] [0 1. 00 1 0 1 ofo] [0o]) |1]

[0 10 0111 1,=(79,=x

Inverzné Cislo hl'addme podobne, ako pri vytvarani S tabul’ky:

* 79 -tapozicia Logaritmickej tabul’ky je ¢islo 56

e € =255-e=255-56 =199, teda si ndgjdeme 199 +1. poziciu Alogaritmickej tabul’ky, ¢o
jecislo 9.



Priklad 3.

Nech y=@225),=[L 1100 0 0 1,=[y, vV ¥» Vs Vi ¥ Y. Y]
%1 [o o1 00 1 0 1](Tt] [1]) [1]
x| [1 001001 0f|1] |1 1
x| (0100100 1f||t] |0 1
X|_[1 0100 1 0 0ol |o||_[0
x,| {01010 0 1 0f[o] [0 1
x| 0010100 1][0] [1 0
x| [1 00101 0 o0|0] [1 1
x| 0100 1 0 1 of[t] [0]) [1]

1101 01 1,=0235,=x

Inverzné ¢islo h'addme podobne, ako pri vytvarani S tabulky:

e 235 -tapozicia Logaritmickej tabul’ky je Cislo 85

e € =255-e=1255-85=140, teda si ngjdeme 140 +1. poziciu Alogaritmickej tabul’ky, ¢o
je ¢islo 250.

Priklad 4.
Nech y=5,=[0 000111 1L=[y, i v» ¥ ¥ ¥ Y ¥
%] [o o1 0 0 1 0 1](To] [t1]) [1]
x| [1 001001 0lf[t] |1 0
| (01001 00 1][[1] |0 0
X |_[1 0100 100/ |0]|_|0
X, {0101 00 1 0ff{o] |0 1
x| (001 01 00 1[[|1] |1 1
x| [1 00101 0 o0[f1] [1 0
(x| [0 100 1 0 1 of{[o] [o]] [0]

[ o oo 11 0 0,=0140),=x

Inverzné ¢islo h'adame podobne, ako pri vytvarani S tabul’ky:

* 140 -ta pozicia Logaritmickej tabul’ky je ¢islo 231

e € =255-e=1255-231=24, teda si ngjdeme 24 +1. poziciu Alogaritmickej tabulky, ¢o
je Cislo 247.



Skuska Spravnosti:
Vykonajme sktiSku spravnosti urcenia inverzného cCisla aspon pre jeden pripad.
Nasobenie dvoch prvkov A B[ GF (28) je definované takto:

A+ B o (a®b)e(s) = a(X)b(X)mod m(X)
Ked'Ze v tomto pripade sa jedna o inverzné Cisla, musi platit’:
a(X)a" (X)modm(X) =1

a=(203),=(110 010 1 1), SaX)=xX +X° +X +x+1
a=(4),=(0 0 0 0 0 1 0 0), = a(X) = X2
m(X)=x*+x"+x* +x+1

(x7 +x°+ X+ x+1)(x2)modm(x) =
(x9 +xX+ X+ X +X2)mod(X8 +x+ X +x+1)= X+1

X+ + X+ X2+ X

X+ x+ X+ X
X+ x+ X+ x+1
1

S-Box pre ¢isla z postupnosti {0,1,2,...,255}

{

55 55, 135, 71, 223, 70, 6, 172, 243, 224,134, 66, 31, 141, 74, 151,
92, 216, 108, 39, 95, 101, 132, 255, 42, 189, 218, 10, 57, 186, 215, 252,
139, 47, 201, 146, 147, 3, 143, 60, 179, 170, 174, 239, 231, 125, 227, 161,
176, 140, 194, 204, 113, 153, 160, 89, 128, 209, 248, 222, 78, 130, 219, 167,
96, 200, 50, 81, 65, 22, 85, 250, 213, 67, 157, 203, 98, 206, 2, 184,
197, 237, 240, 46, 242, 63, 235, 69, 86, 76, 27, 99, 84, 52, 117, 12,

253, 14, 90, 79, 196, 36, 195, 168, 164, 111, 208, 7, 245, 51, 9, 122,
229, 202, 244, 8, 217, 41, 115, 175, 59, 155, 93, 226, 241, 15, 207, 221,
44, 48, 193, 62, 5, 137, 180, 129, 188, 138, 23, 35, 182, 37, 97, 199,
246, 232, 4, 61, 210, 82, 249, 120, 148, 30, 123, 177, 29, 21, 64, 77,

254, 211, 83, 80, 100, 144, 178, 53, 220, 205, 58, 214, 233, 169, 190, 103,
142, 124, 131, 38, 40, 173, 20, 106, 54, 149, 191, 94, 166, 87, 26, 112,
91, 119, 162, 18, 49, 154, 187, 156, 126, 45, 183, 1, 68, 43, 72, 88,

247, 19, 171, 150, 116, 192, 159, 16, 230, 163, 133, 10, 152, 236, 33, 25,

238, 127, 121, 225, 102, 109, 24, 185, 73, 17, 136, 110, 28, 165, 114, 13,

56, 234, 104, 32, 11, 158, 212, 118, 228, 105, 34, 0, 251, 181, 75, 145
§



S-box vytvorena z ALogtable(256)

{

55, 71, 70, 151, 216, 204, 63, 145, 218, 227, 246, 249, 211, 228, 39, 153,
12, 127, 128, 213, 230, 8, 61, 100, 118, 135, 6, 134, 215, 201, 195, 58,
109, 113, 84, 102, 89, 76, 110, 143, 208, 26, 163, 229, 246, 214, 24, 140
46, 158, 223, 31, 95, 78, 65, 68, 184, 19, 164, 54, 150, 9, 131, 43
98, 116, 168, 205, 238, 222, 206, 16, 90, 178, 234, 243, 42, 179, 59, 180
62, 64, 149, 247, 7, 87, 152, 221, 48, 148, 38, 72, 67, 107, 115, 123
173, 49, 69, 105, 92, 176, 197, 56, 66, 186, 60, 111, 94, 159, 14, 80
75, 189, 239, 15, 129, 4, 169, 28, 161, 202, 61, 190, 17, 139, 253, 254
0, 132, 248, 2, 171, 51, 106, 162, 52, 185, 194, 235, 34, 101, 167, 200,
18, 117, 121, 130, 250, 45, 96, 91, 99, 165, 231, 217, 29, 112, 133, 41,
77, 191, 192, 196, 233, 13, 174, 207, 193, 21, 166, 25, 93, 97, 138, 44,
177, 20, 119, 86, 73, 146, 36, 103, 136, 3, 122, 124, 126, 81, 154, 242,
251, 252, 47, 79, 144, 11, 172, 224, 10, 125, 175, 30, 142, 1, 85, 183,
22, 88, 157, 33, 155, 35, 180, 232, 220, 225, 219, 50, 187, 237, 32, 74,
108, 160, 27, 114, 170, 226, 37, 182, 199, 23, 137, 210, 53, 104, 141, 255,
209, 203, 236, 241, 5, 120, 83, 181, 57, 147, 245, 40, 156, 240, 212, 55

}
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