Quality of Service (Qo0S)

> Uvod do procesu konvergencie sieti
> Uloha QoS v procese konvergencie sieti

» Nastroje QoS



Uvod do procesu konvergencie sieti

> Co je to konvergencia? Naco je to dobré?
Dnesna typicka enterprise siet:

Data Center




Uvod do procesu konvergencie sieti

> Co je to konvergencia? Naco je to dobré?
Typicka enterprise siet’ po konvergencii (siet’ NGN):

|m|n]
|m|n]

Data Center



Uvod do procesu konvergencie sieti

> Nové vyzvy konvergovanych sieti:

Nedostatqk 5 Ich nadmerné vyuZzivanie,
prenogovych oversubscription
kapacit

Straty v 3 . : ;
datovych & Prepinene buffery zariaden,
tokoch congestion
Variabilné

2% Nepouzitelne sluzby a aplikacie

oneskorenie i . J
pracujuce v realnom case




Uvod do procesu konvergencie sieti

> Noveé vyzvy konvergovanych sieti — variabilné oneskorenie:

A B C D Odosielatel’ vyslal
t
A B C| D Prijemca prijal
< > > > [i




Uvod do procesu konvergencie sieti

> Co sa moOze pokazit, ak nemame tie spravne nastroje?

Data
pomalé stahovanie suborov
data dorazia az ked’ ich nebude treba
oneskorené reagovanie pouzivanej aplikacie

Hlas
tazko zrozumitelné hovory
casto prerusované hovory
nemoznost’ vobec nadviazat’ hlasovy hovor

Video

rozpadajuci sa obraz az mrznuce video
zZvuk nezosynchronizovany s obrazom



Uvod do procesu konvergencie sieti

> Pretazené linky? Co takto pridat’ ,bandwidth"?

Za
zvysend kapacita siete
riesenie pre okamzity problem pretazenia

Proti
docasné riesenie
casto financne narocné
stale nie su garancie - ku vsetkym aplikaciam sa pristupuje rovnako



Uvod do procesu konvergencie sieti

> VSetci sme si rovni...

Data

NN

Bursty
Greedy
Drop Insensitive*

Delay Insensitive*

*po urcitu hranicu

Smooth Bursty
Behaves Greedy

Drop Sensitive Drop Sensitive
Delay Sensitive Delay Sensitive



Uloha QoS v procese konvergencie sietf

» QoS — Quality of Service
Subor néastrojov pomahajucich riesit’ problemy konvergovanych sieti
Manazovana rovnost’ (managed fairness)

> Nastroje QoS manipuluju s datovou siet'ou
Sirka pridelenej prenosovej kapacity (bandwidth)
Straty paketov v datovych tokoch (packet loss)
Variabilné aj fixné oneskorenie (delay and jitter)



Uloha QoS v procese konvergencie sieti

> Bandwidth
Pocet bitov za sekundu, ktoré naozaj mozeme poslat’ cez prenosové méedium

w Point-to-point

=< e — CIR2Sekbps —. ()

Access rate 512kbps Multiaccess

Access rate 2048kbps

> Nastroje QoS ovplyvnujuce bandwidth:
Kompresia — redukuje pocet bitov naozaj potrebnych na prenos
CAC — spravuje vyuzitie prenosovych kapacit siete pri hlase a videu
Queuing — zabezpecuje min garancie
Shaping and Policing — ochrana pred zapchami a pretazenim
Pridat’ viac prenosovej kapacity



Uloha QoS v procese konvergencie sieti

> Fixné oneskorenie

Serialization delay

velkost’ paketu

rychlost’ linky
Vel'kost’ Rychlost’ linky Serialization Rychlost’ linky Serialization
paketu 100 Mbps Delay 256 kbps Delay
160 B 160*8 b 0,0000128 s = 160*8 b 0,005s =
100 000 000 bps 0,0128 ms 256 000 bps 5ms
1500 B 1500*8 b 0,00012 s = 1500*8 b 0,047 s =
100 000 000 bps 0,12 ms 256 000 bps 47 ms




Uloha QoS v procese konvergencie sieti

> Fixné oneskorenie

dizka linky

2x10° ms
Vel'kost Dizka Propagation
paketu prenosovej linky Delay
160 B 1000 m 0,00000476 s =
2,1 x108 mst 0,00476 ms
1500 B 1000 m 0,00000476 s =

2,1 x 108 ms!

0,00476 ms




Uloha QoS v procese konvergencie sietf

> Variabilné oneskorenie
Processing delay

el .

Voice codec - . NAT
Firewall < Routing + »

SW|tch|ng §




Uloha QoS v procese konvergencie sietf

> Variabilné oneskorenie
Queuing + Shaping delay

Wystupny rad
typu FIFO

100Mbps 256kbps



Uloha QoS v procese konvergencie sieti

> Nastroje QoS ovplyvnujuce oneskorenie:

Kompresia — \ serialization + queuing delay t processing delay
Queuing - t queuing delay* |

Shaping - t gueuing delay

LFI - \ serialization delay

*zavisi od druhu paketu



Uloha QoS v procese konvergencie sietf

> Straty paketov Dva pristupy k zahadzovaniu paketov:
Straty kvoli chybam Tall-drop
Straty kvoli pinym bufferom

—ouming gl
- s
o M o

Tail drop

> Nastroje QoS ovplyvn
RED / WRED
Pridat’ viac prenosovej kapacity



Nastroje QoS

QoS je standardizované v RFC dokumentoch
zahrna tri modely

Best-Effort
_bude to az to bude"

IntServ (RFC 2211, RFC 2212)
Integrované sluzby
Aplikacie signalizuju svoje potreby sieti

DiffServ (RFC 2474, RFC 2475, RFC 2597, RFC 2598, RFC 3246)
Diferencovaneé sluzby

Urcité data maju prednost’ pred inymi

Specifikuje tzv. PHBs (per-hop behaviors)



Nastroje QoS

IntServ QoS model

Implementovany prostrednictvom protokolu RSVP (RFC 2205)

Kazdy inteligentny prvok v sieti musi udrziavat’ dodatocné info o datovom toku
Slaba skalovatelnost’

Control Control Control

request E% request > z/ request > z ‘ request e

E’éeserve < reserve < reserve < reserve

Local Local = Local
Admission Admission Admission J




Nastroje QoS

> DiffServ QoS model
Implementovany prostrednictvom DSCP
Sietove prvky na zaklade DHCP aplikuju jednoduché rozhodnutia - PHB
Vysoka skalovatelnost’

VETSION 10S — S - : :
| onelil) vte |LEERE D) NIl Broto) [ FES W NEADAS I ATA!

IPv4 Packet

IP Precedence Unitiszc

DIFSEIVICOUEPOINIDSER)E ECN W= DiffServ Extensions

4= Standard IPv4




Nastroje QoS

> Best-effort PHB
Ziadne garancie
DSCP - 000000
QoS — FIFO qgueuing, Tail-drop

» Class-selector PHB (RFC 2474)
kVOli kompatibilite s IP Precedence
DSCP — xxx000 (xxx su bity povodnej hodnoty IP Precedence)
QoS — intelligent gueuing, WRED

> Expedited Forwarding (RFC 3246)
garancia min. banawidth a max. delay (fixny+variabiiny)
DSCP — 101110 (pouziva sa oznacenie EF)
QoS — LLQ (priority queuing + policing)



Nastroje QoS

» Assured Forwarding PHB (RFC 2597)
garantuje banawith; umozriuje aj pridat, ale aj znizit/
Su definované styri triedy: AF1, AF2, AF3, AF4

DSCP — aaaddO

QoS — CBWFQ, WRED

» Scavenger PHB

urcené pre stratégie obrany proti DoS/WORM vtokom
DSCP — 000100 (pouziva sa oznacenie CS1)

Trieda |Hodnota  Pravdepodobnost | Hodnota
AF1 0015// e -

AF2 010d  Stredna 10

AF3 011ddo Vysoka 11

AF4 100dd0




Nastroje QoS

> Priklad pouzitia:

Application

N I

Medium Prionty Date

“ Besl Effort Data



Nastroje QoS

> Priklad pouzitia:

Reclassification

Network-Base
Application
Recognition

Campus Access Campus Distribution WAN Aggregation Branch Router Branch Switch
« Marking * Multiple queues * Multiple queues Multiple queues * Marketing
* Multiple queues * BD2 1p/02 « BD21p/Q2 a02.1p/Q * Multiple queues
« 802.1p/Q » Classification Traffic Shaping Link efficiency » 802.1p/Q
» Fast link * Heclassification o Link efficiency (LFI, cRTP)

convergence (LFIL, cATP) Classification
* Conditional trust » Classification Reclassification

Signalizacia — CS3, Hlas — EF (CS5), Video — CS4, Prioritné data — CS2, Best Effort — CSO
Nevyznamna komunikacia — CS1




Nastroje QoS

> Kategdrie nastrojov QoS:
Classification & Marking tools
Policing & Shaping tools
Congestion-avoidance (selective dropping) tools
Congestion-management (queuing) tools
Link-specific tools | Egress
CAC - LLQ .

Marker or
Policer

IP Traffic DSCP Written

IOGEED- 3 -TEms

I
I
I
I
i
I
| L

Classifier

N @y+

Queuing  Scheduling
and

Ingress : |
i Shaping i

\ 1\ Y_) \ J
Classification and Marking (Congastion; Congestion
 Avoidance +  Management
I




Nastroje QoS

» Classification
sluzi na rozlisenie medzi roznymi datovymi tokmi
rozpoznava sa na zaklade:
typ protokolu vyssej vrstvy
IP adries, TCP a UDP portov
druh aplikacie — NBAR

» Marking
oznac/ paket aby sa mohol dalej v sieti spravne spracovat’
oznacuje sa v hlavicke protokolu.
Network layer - IP DSCP, IP Precedence
Data Link layer - 802.1p (bity 13,14 a 15 v hlavicke 802.1q)
MPLS Exp
ATM CLP, FR DE
FR BECN, FECN



Nastroje QoS

> Policing

Policing

» Shaping

Shaping




Nastroje QoS

> Ako moze smerovaC obmedzit' rychlost’ vysielania dat?

Token-Bucket algoritmus
B, tokenov sa

prida na zadiatku %ﬁ
kazdého T,

T.=B_/CIR

> Priklad: 128 Kbps CIR, Bc = 16000b (1/8 CIR by default), Tc = 125ms

S0 2048 Kbps Access Rate, 16000b/2048000bps = 7,8ms

kbps

0 125 250 375 500 625 750 825 Cas (ms)



Nastroje QoS

» Congestion Avoidance
Problem — Globalna TCP synchronizacia

........ ceee el A L ... Priemerné DéMKA
vyuzitie stovv Tok B
linky Datovx o

Détovx’ Tok C




Nastroje QoS

» Congestion Avoidance
Riesenie — Random Early Detection / Weighted Random Early Detection

D_r_op J No drop _:_Random drop o) Full drop T
Probability ,* . £ >
100% T : i
(T 7 it T T i o .
24, 40 Average
Queue
Size
Minimum Maximum

Threshold Threshold




Nastroje QoS

» Congestion Avoidance

Riesenie — Random Early Detection / Weighted Random Early Detection

Priemerné vyuzitie linky je blizSie
k jej naozajstnej kapacite

Priemerné
vyuzitie
linky

Désgvg Tgk A
Détovx' Tok B
Détovx’ Tok C




Nastroje QoS

» Congestion Management
First-In First-Out (FIFO)

Output Queue

Hardware
queue full

Outgoing ] <>
packet

Hardware queue

not full

A

4

* Scheduler

TX-Ring




» Congestion Management

Priority Queuing (PQ)

S
\

o

Outgoing
packet

i
%

Nastroje QoS

High priority

Medium priority

Normal priority

Low priority

TX-Ring

\é/




» Congestion Management

Custom Queuing (CQ)

o

Outgoing
packet

AN

Nastroje QoS

Output queue 0

Output queue 1

Output queue N

TX-Ring

\é/




Nastroje QoS

» Congestion Management
Low Latency Queuing (LLQ)

Tx-
< Ring
Packels
Fack
a-;nels Out
mMamt
Layer 3 Layer 2 Device

Queuing Subsystem Queuing Subsystem  Driver



Nastroje QoS

» Congestion Management
Weighted Fair Queuing (WFQ)

o

Outgoing
packet

AN

Output queue 0

Output queue 1

N1

Output queue N

&
!

Output queues are
dynamically created

TX-Ring




Nastroje QoS

» Link-specific tools
Compression (header, payload)

I

I i
ersiuﬂ IHL _| Type of S
I:han

Header Checksum

Source Address

Destination Address

IP Header
(20 bytes)

UDP Header
(8 bytes)
RTP Header
(12 bytes)

Voice samples
(20 bytes for G.729)



Nastroje QoS

» Link-specific tools
Link fragmentation and Interleaving (LFI)

Bez LFI
160B Voice 1500 Byte Data
«——— 18/ms serialization delay ——
over 64kbps
R~ < ==
Data frag I Data frag I Data frag I 160B Voice || Data frag I

«——— 10ms serialization delay —

over 64kbps



