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Virtualne privatne siete (VPN)
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« VPN poskytuje prostriedok pre rozsirenie
produkénych infrastruktur o moznosti
bezpecneho vzdialeneho pristupu
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Virtualne privatne siete (VPN)
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Vyhody VPN:

« Lacny prostriedok na rozsirenie infrastruktury

Takmer beznakladové vyuZitie prostredia ISP eliminuje poziadavku na prenajaté
okruhy. Softvérové VPN systémy eliminuji potrebu Specialnych zariadeni u klienta.

« Bezpetnost

VPN prosftrednictvom mechanizmov Sifrovania poskytuje vysoku uroven zabezpe-
cenia. Zvysuje bezpecnost klasického pripojenia end-to-end Sifrovanim.

. Skalovatelnost

S vyuzZitim providerskych sieti (siet Internetu) je mozné jednoducho pridavat
pouz ivatefov prostrednicivom VPN a tak rozSirit firemnu infrastrukttru.

« Kompatibilita s broadbandovymi technologiami
Kedze ide o techniku tunelovania, je moZné vyuzit fubovolnu IP siet.




Virtualne privatne siete (VPN)
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« V najjednoduchsom pripade je VPN siet tvorena
medzi dvoma bodmi cez siet ISP
formujuca logicke spojenie



Kategorizacia VPN
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Existuju 2 zakladné
typy VPN:

« Site-to-site

« Remote
access




Komponenty remote-access VPN
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« VPN server |2 " &
":?. @ d..‘ 3? s 'clu:clo'
Ciwwcion Erims | Confoaies | Log
:° I:m!rtr [;ui [hnm ;
« VPN klient
alebo
: ":'.',:":L',' Cisco Systems

Welcome Lo y ) _
« Webovo orientovany s ﬁ o
SSL VPN




Site-to-site GRE
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« GRE je tunelovaci protokol definovany v RFC 1702 a RFC
2784

« GRE zapuzdruje cely IP packet, ktory je tunelovany a
pridava k nemu GRE hlavi¢cku

- -

Cwginad 1° Packst

« Min. 24 bajtovy
overhead » o w ce Data

Detaadt ORE Header

/ \

the presence of optiongd ISerdfes the Type of payioad
ElerType OxBO0 is used for WP

mm
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Konfiguracia Site-to-site GRE
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IF Transpor Network

2 femi gl ¢ Astearfacse tunsel 0 aljeamiig) ¢ Asterfece tansel 0
Bl fomilg il ip sddrass 30.1.3.1 355, 355 3358 .353 Aljoanile 01 Ap sddress 10.1.1.3 I35, 235,385 352
2 fom i by L1 buees) sowses secisl 09/0 aljomllg L1 F veensl souros sssisl 000/0
2l fomiig il 1§ tuees)l destination 209 183 200.223 B jomilg il 14 veenel destisation 3109 165 .201.1
2l fomiilg 1§ taemel node goe ip B joamilg 11§ el sods goe ip
=4ty L0 # AR jmddy- 1004
J J

I
GRE wnnel is up and the protocol is up if
*  Turnal source and destinabon ase configured
*  Turnel destination ks In rouling table
*  GRE keepalives are received (If used)
* GRE s the defalt unnal mode




GRE a NAT
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« Pomocou pravidla s akciou ,deny“v ACL je
potrebné definovat, ze pri prechode cez
tunnelové rozhranie sa preklad nesmie udiat



GRE a NAT
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« Pomocou pravidla s akciou ,deny“v ACL je
potrebné definovat, ze pri prechode cez
tunnelové rozhranie sa preklad nesmie udiat

Rl(config)# interface tunnell

Rl{config-if)# tunnel source seriall0/0/0
Rl{config-if)# tunnel destination 64.100.32.1

Rl (config-if)$% ip address 172.16.248.1 255.255.255.252
Rl (config-if)#% no shut

Rl (config)#%# ip route 0.0.0.0 0.0.0.0 s0/0/0

B2 (config)# interface tunnell

R2 (config-if)# tunnel source serial0/0/0

RZ2 (config-if)# tunnel destination 209.165.202.129

RZ (config-if)# ip address 172.16.248.2 255.255.255.252
RZ (config-if)# no shut

R2 (config)$# ip rounte 0.0.0.0 0.0.0.0 s0/0/0




IETF &tandard (RFC 2401-2412)

Predstavuje framework pre bezpecnu
komunikaciu

Pracuje na 3. vrstve ISO/OSI s cielom
Sifrovat’ a autentifikovat' IP pakety

IPSec framework je tvoreny piatimi
zakladnymi blokmi

www.cnl.tuke.sk



Zakladne bloky IPSec
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Choices

IPsec Protocol

Confidentiality

Integrity

Authentication

Diffie-Hellman




Zakladne bloky IPSec




Zakladne bloky IPSec
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Zakladne bloky IPSec
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Zakladne bloky IPSec




Bezpecna vymena kfucov - DH
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IPSec protokoly
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Al data is in plaintoxt 6 ¢ AH = IP
protokol
B #51
* Inlegrity
6 « ESP=1P
protokol

#50




AH a ESP v akcili

www.cnl.tuke.sk




IPSec ESP rezimy
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* Transportny mod
« Zabezpecenie je poskytované iba pre transportnu vrsivu ISO/OSI.

« Zahlavie |IP packetu sa ponechava bezo zmeny (kvoli smerovaniu)
a zasifrovana je len datova Cast

« ESP v transportnom rezime je vhodné pre end-to-end komunikaciu
medzi klientmi

 Tunelovaci mod

» Poskytuje zabezpecenie celého |IP paketu
« Vytvara sa nova hlavicka



IPSec ESP - Transport vs. Tunnel
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Original data pror 1o salection of IPsac protocol mods

Tranaport Mode Encrypled
| e voR
Authenticated
Encrypled
P HOR
- Authenticalod -

Tunnel Mode




IPSec SA, IKE a ISAKMP
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« SA=Security Association

Dohodnuté parametre medzi dvoma zariadeniami
pouzivajucimi IPSec

« |KE=Internet Key Exchange (UDP/500)

Pouzivané v IPSec za ucelom dohodnutia Sifrovacich
klac¢ov (RFC 2409)

« ISAKMP=Internet Security Association and Key
Management Protocol

Definuje format sprav a s}&)ﬁsob vymeny klucov tak, aby
bolo mozné sformovat S



IPSec IKE
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IPSec IKE
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B es | 1. Negotiate IKE policy sets

L A




IKE faza 1 — main mode
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IKE faza 1 — main mode
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IKE faza 1 — main mode
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Authenticate Pasr

e
»  RSA signabures
*  RSA encrypied nonces

‘ A bidractonal IKE SA 15 now established ‘

Peet authentxaton methads




IKE faza 1 — aggresive mode
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-
10.0.1.3 _ﬁr 6_ 10.0.2.3

1. Send IKE policy sef and Ri's | ":.v."
DH key o

CER 2y
Dt
BT

-

IKE Phase 2 Exchange

Negotiate Psac pohcy < Nagotate |Psac pobkoy




IKE faza 2
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« Cielom je dohodnut IPSec bezpecnostne
parametre, ktoré sa pouziju na samotnée

Sifrovanie dat

Host B

10023

NeQOTiaw 1PS6C Secunty
P sl mraleds

| *  IKE negotistos matching 1Psec polcies.
*  Upon completion, unidireclionsl IPsec SAS are established for aach protocol and algorihem combination




Konfiguracia site-to-site IPSec VPN
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Task 1: Ensure that ACLs are compatble with IPsec
Task 2. Create ISAKMP (IKE) polcy

Task 3: Configure IPsac transform set

Task 4 Craste n cryplo ACL

Task 5 Create and apply the crypio map




Task 1 — kontrola FW politik

(R EEERTCCERTEEROCEARSFERREREFCRERRIIE

|T.mk 1: Ensure that ACLs are compatbile with IPsec |

Task 2. Create ISAKMP (IKE) polcy
Task 3. Configure IPsec tranaform sel
Task 4: Craste a cryplo ACL

Task 5 Crasto and apply the crypio map

e } - ; \\/iva IP ’)[tr[l)k()' #50
« AH pouziva IP protokol #51
 ISAKMP pouziva UDP port 500




Task 1 — kontrola FW politik
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A LS 5N il A i
Task 2. Create ISAKMP (IKE) polcy.
Task 3. Configure IPsec transform sel
Task 4: Craste a crypio ACL
Task 5 Craate and apply the crypio map

2.2 host 172.30.1.2
.2.2 host 172.30.1.2
.2.2 hoat 172.350.1.2 og isalep

El{oponfiglf scosss<list 102 pamit abp host 172.30

¢ Flicoofigit access-list 102 parmit esp host 172.30
2l jconfigl f scosas-list 102 parmit udp hoat 172.30
1 {oonfigl f interfsce Berialo/9/0

¢ xljconfig-if)) Sp sddress 172.30.1.2 255 238 2355.0

Rl {config=if) ! no shutdown

®l{config-1f)# ip scoess-group 102 im

Bl {config-if) ! exit

Bliconfigl f exit

=14

®1} show access-lists
scceas-1ist 102 pernit ahp keost 172.30.2.2 hos
sooass-list 107 pearmit esp host 172.30.2.2 host 172.30.1.3
sccess-1ist 102 pernit udp host 172.30.2.2 hos 3.1




Task 2 — ISAKMP policy

LVECARRCEAPEEERECRVEEITECARCFRVRERCEANERIT

Tasks 15 Configure 1Paec

Task 1: Ensure that ACLs are compatbile with IPsec
Task 2° Craate ISAKMP (IKE ) poke
ask 3 Corfigure [Faec transformn sel
Task 4: Craate a cryplo ACL

Task 5 Create and apply the crypio map




Task 2 — ISAKMP policy
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Task 4 CmnnnawlaACL
Task 5 Create and apply the crypio map

i 101 D B b 10.0.2 004 -
T T TR 4 : 100323
0
[ - - -
LY ] L F] )
De

crypto lsskmp polioy 100 crypto isakap palioy 104
hash wdis banh md

I~ mwthantication pre-sbare

' mrthantication pre-abare -
]

1
COypLD 1SANNp PalLDy TOO COyPL0 lEAENp POLLOY I00

e ———
. - P | e e

muthantication rea-aig
]

1
erypto isshmp policy 300 crypto isskap palioy 304
hash it banh mdt

suthantioation poe- shars suthantisation res alg _J
— —

Py 100 sl JTH) 0 B i iam i iy rengedustnd bt by NE0 oot

Hole wmaler priony mervbens have figher piordy



Task 2 - IKE kl'uc
1000000000000




Task 2 — IKE kluc
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10013 10023
*l{zonflgl 4 erypte Lsalewp e
ll[:o-r.fx;—uahpu aathat pre-skare
Rl {config=iralmp)é eacryption Jdes
Rl {canfig=isalap)y grosp 2
Kl {conflg-lsaimp)y hash sha
FLpoonfLy Liempie LATOTLES 4309
Rl {config-isalmp)é exit
Rllconfigl s crypto isskep kay cisccll) address 172.30.2.2
1l {sanfiz) e
J
B :i-occiiis et eakep policy 10
-+ The keystng cscot 23 ratches Aliconfig-izakes) ¢ ssthesticatica pre-share
- The address densty mefhod i RZ(contig-isalap) ¢ enceyptio Jdes
St A2 (config-isakmp) ¢ m 2
P R {config-isakmg)é sha
«  The ISAKM® polcws e Rljconfig-isalkeg) s lifetise 42200
m“ U'::DﬂfLri!lqlb d‘
> Dol vehses do not huve $o be Wijconfizlé erypte isakmp key ciscoll) addesss 172.30.1.2
- R2{configle




Task 3 — konfiguracia transform-setu

www.cnl.tuke.sk

Task 1: Ensure that ACLs are compatble with IPsec

Task 2 Create ISAKMP (IKE
ITa:.k?. EIM transform set I
mak 4 _n-aﬁnzncryglcnldst

Task 5 Create and apply the crypio map

router (canfigi i

crypto ipsec tramsform-set ©i1a CIm-ser-name crangformi trangform
tracsef Jicransformd

aypio psec ransfonm-sat Parametens

e — e ——————————

tranaform=aei=n Tha perarsier gecfes e nere of Fe bersiom sl 1o creals (o
iy

“Ja Typm of panilom del Spealy wp 1ot “Tensless™ o

Auteniicalion Hoader |AH| one Ercapmulating Secunity Papioas
(E5F) ancrypon ore (59 sutharbcation Thess bansdorss delfine

T P Socunty 1P| sourey protacols and aiporttema

«  Abwnslor el s a combiradan of Pesc trarsionma ot snact 4 wscarity podoy for rafic
= A vansionw wit can tave are AH raradonm ane op o two ESF ransionrms




Task 3 — zhoda transform-setu

EEERCEREROFRAEETIEERCAOEARRERDIRETRDILY

Site 1 Site 2
10.0.1.024 10.0.2.024

mb“ 1 p mlno \ 10-0-2-3
172.30.1.2 172.30.2.2

KNt

*  Peears mus! share the same Iransform set ssiiings
*  Names are only locally significant.




Task 3 — zhoda transform-setu
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She 1

Site 2
10.0.1.024

10.0.2.0024

10023

5000 soa0
I 172.30.1.2 172.30.2.2

'ALI:::119»0 crypto isakmp key ciscol2l address 172.30.2.2

#llczonfig) ¢ erypteo ipsec transform-set MYSET esp-ses 128
Rl lcfg-crypto~trans)d exit
Rl lcontig)t

J

Zlcentigi t saypie isakmyp hey wioeeldd addiwen 372.20.3.3
Flleconlig)ld crypto ipsec transform-set OTHERSET esp-aes 128
R2 ([cfg-crypto~-tranz) 4 exit

*  Peers must share the same Iransfonm sel ssiiings.
*  Names are only locally significant.




Task 4 — konfiguracia Crypto ACL
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Task 1: Ensure that ACLs are compatble with IPsec
Task 2° Create ISAKMP (IKE) polcy.

Appliad o H1 S000 culbound rafic

“ijoonfigi ¥ socess-list 110 parmit top 10.0.1.0 0.0.0.3%5 10.0.2.90 0.9.0.2%8

Appliad o B2 SO0 oulbound Falfic

illesnfigld sceass-list 100 persit tep 10.0.2.0 0.90.0.25%5 10.0.1.0 0.0.0.2%8




Task 5 — konfiguracia Crypto mapy
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Task 1: Ensure that ACLs are compatble with IPsec
Task 2° Create ISAKMP (IKE) polcy.




Task 5 — konfiguracia Crypto mapy

AR RO A



Task 5 — konfiguracia Crypto mapy

A ARAR

Houter
nterface or
Subinterface



Task 5 — konfiguracia Crypto mapy
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Task 5 — konfiguracia Crypto mapy
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She 1
10.0.1.0v24

10.0.1.3

router (config-if)#

crypto map map -nane

Rl lconfig)d interface seriald/0/0
Rlilconfig=-101¢ czypte map MYMAP

| «  Multipe poers can ba specifed for dundancy




Overenie a troubleshooting IPSec
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routerd

debug crypto isakmp

1a00h: ISAKMP (0:1): atts acve not acceptable. Next payload is O 1alOh: ISAEMP
(0:1); no offers accepted!
18000h: ISAEMP [Uzlli SA nat

Aot HCCEpLADILE!

) 10000 : SCRYPTO-6~1KEMP MOUE FAILURE: Procescing ©f Maln MOoOe [alleC wilh peel
[ at 1712.30.2.2

»  Tha s an example of e Man Mode error messape

«  The fallure of Main Mode sugpests that the Phase 1 polcy doss notl maich on both sides
Venty that the Phase 1 policy = on both peers and ensure hat all the aftrbuies match




Vzdialeny pristup
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» Poskytuje flexibilitu

* Pouzivatel moze byt
fyzicky na lubovolnom
mieste

Tewworking Benefts
Organastonsl berabis
s Conbruty of opsrations
+ OIEased IESpONEivEness
+  Beouse, ndiabls, ond manapeable aoodss 10 iomabon
+  Cot-aVedva slegrabon of tala, visoe, Wikes, and ippbolloss
*  Incrumnsed] mTpitrpee producinly. selslecien, asd rdanben

Socil benefin:
¢ Increassad smpioymant cpporipnies lor masginalred geoups
s Less el ared commuder relsisd girsas

Ervironmental banefis:
+  Risduced sarbos eolprnk, both for ndradual wofsers and Srpanmibalons




Vzdialeny pristup
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» Pre vzdialeny pristup je potrebné
vysokorvchlostne Driooienie

ISP A (Telaphone
2 Telaphons Line Company)
a—

S0 Modem

Satelite Inlermet access speeds range from 128 kb's to 512 kb's, depending on the
subscriber plan

B " ag—




Broadbandovy pristup
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« Dostup siete 24/7

» Podpora sluzieb Voice&Video

» Vysokorychlostny pristup

» NajCaste|Sie pouzivané: DSL — variacii je
viacero
— ADSL je asymetricky (download > upload)

— Rychlost ADSL je zvyéajne > T1
— Rychlost zavisi od vzdialenosti



Remote-access VPN
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 Dve zakladné kategorie remote-access VPN




Remote-access VPN
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« Dve zakladné kategorie remote-access VPN

ool IPsec
Applications Web-enabled apphcations, file sharing, All IP-based applications
Emal
Encryption Moderate Stronger
Key lengths from 40 bits to 128 bits Key lengths from 56 bils 1o 256 bits
Authentication  Moderate Strong
One-way or two-way authentication Two-way authentication using shared
secrels or digital certificales
Ease of Use Very high Moderate
Can be challenging to nontechnical users
Connection Any device can connect Only specific devices with specific

Options configurations can connect



SSL VPN
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Public Imemet
Managed Laplop

Clientless SSL

VPN Client-based
S50 or IPsec
VPN

0

Public Terminals

Employes at Home



Cisco EasyVPN
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EasyVPN

—
B Corporate Router

Corporate
Headguariers

Cisco Easy VPN

Negotiates tunnel parameters

Establishes turmels according 1o sel parameters

Authenticates users by usemames, group names, and passwords
Manages security keys for encryption and decryption
Authenlicates, encrypls, and decrypls data through the tunnel

Komponenty:

..................................................



EasyVPN Client
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# status Disconmected | YPN Client - Version 4.8.01.0300 =10 x|
Connection Entries  Stahs Cgrtificates Log Opbions Help
o w & 5 X
Conrect Hew Irnpeoet Moy Drapere
Comnection E ntve: ltnﬂmlu | Leg |

Connection Enty Host Transpont

4] | LI"J

Mot conrmcted,

« Zabezpecuje end-to-end Sifrované spojenie

« Je kompatibilny so vsetkymi Cisco VPN
produktmi
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Implementacia technik
filtrovania siet'ovej prevadzky



Filtre siet'ovej prevadzky

www.cnl.tuke.sk

Historicky vyvoj filtrov sietove] prevadzky:
. Standardné a rozsirené ACL

* Funkcionalita TCP established v ACL

» Reflexivhe ACL

* Dynamické ACL

* Time-based ACL

« CBAC

« Zone-based policy firewall
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P 1-88, 1300-1866
Extended IP 100-196, 2000-2659
Ethamet type code 200-299
DECnet and Extended DECnat 300-3599

XNS 400-496
Extended XNS 500-509

Apple T alk £00-659
Ethernel address 700-799

IPX 800-899
Extended IPX GO0- 5495

IPX SAP 10001069
Extended transparent bridging 1100-1169
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ACL Typy

pomenovanée cislované

standardné rozsirené Standardnée rozsirene

- Standardné — rozhodnutie je realizované iba na zaklade zdroja (siet, host)

» RozSirené — rozhodovanie na zaklade komplexnejsich kritérii:
+ zdrojova a cielova adresa hosta / siete
* pouzity protokol
« v pripade TCP/UDP kontrola pouzitého portu



ACL vorba LOG
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Router(configy#
l access-list 101 permit ip any any log I

*May 1 22:12:13.243; SSEC-6-IPACCESSLOGE:
list ACL-IPV4-E0/0-IN permitted top

192 168.1.3(1024) -> 192 168.2.1(22), 1
packet

*May 1 IZ:1TI16 64T REEC-6-IPMOCESSLOGE :
192.168.1.3(1024) -> 192 168.2.1(22), %




Poznamka
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* Outbound ACL filtre sa nevztahuju na

prevadzku generovanu samotnym
zariadenim

* Pre filtrovanie smerovacich aktualizacii je
potrebné nakonfigurovat filttre v
smerovacich protokoloch (distribu¢né listy)



TCP established a reflexivhe ACL

www.cnl.tuke.sk

« Starcard IP ACLs
Extended " ACLS

» Extended P ACLs using TCP establ ished
*» Reflexve |P ACLs

*  Dynamic ACLs

« Time-Based ACLs

« Comtext-based Access Control (CBAC) ACLs




Konfiguracia TCP established
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Router(config)# access-list {100-199} {permit | deny} protocol
source-addr [source-wildcard] [operator operand] destination-
addr [destination-wildcard] [operator operand] [established]

Volba established umoznuje kontrolovat
prichadzajuace IP packety z vonku siete a v pripade
detekcie priznaku ACK alebo RST v hlavickach
TCP identifikuje komunikaciu ako spojenie
nadviazané z vnutra siete (ide o odpoved)

TCP established je pouzitelné iba pre TCP, pre
UDP je nekontrolovatelné bez hlbkovej inSpekcie, Ci
bolo spojenie nadviazané zvnutra




Reflexivhe ACL
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FZ (config) #1p access-list extended OUTBOUNDFILTERS

R2 (config=ext=nacl)§ permit tep 192.168.0.0 0.0.255.255 any
Step 1 reflect TCPTRAFFIC

B2 (config=ext=nacl)f permit ficmp 192 _168.0.0 0.0.255.255 any
reflect ICMPTRAFFIC

rZ(conflg) #lp Aaccess~-l1lst extended 1INBUUNLE LLTENS
Step 2 R2 (config=ext=nacl)§ evaluate TCPTRAFFIC
FZ (conflg-ext-nacl)$ evaluate ICMPTRAFFIC

R2(config) finterface S0/1/0
Step 3 F2(config-if) #ip access-group INBOUNDFILTERS in
RZ2(config=if) #ip access-group OUTBOUNDFILTERS out




Dynamicke ACL
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« Umoznuju dynamicky zavadzat
pravidla do ACL v pripade, ze sa
pouzivatel uspesne autentifikuje

« Autentifikacia moze prebehnut voci
lokalne| databaze, alebo voCi
centralnemu serveru (radius/tacacs)



Casovo zalozené ACL
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day of the week, or day of
the month.




Firewally
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» Ulohou je filtrovat sietovi prevadzku

* Prvy firewall (paketovy filter) bol vytvoreny
DEC-omvr. 1988

« Vr. 1989 AT&T Bell laboratories navrhli prvy
stavovy firewall



Implementacia filtrovacich pravidiel
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= Allow 'web trafic from any exiemal address o +  Deny all inbound raffic with network addiesses
the waob sarver maiching imemalregstored IP addresses
«  Niow rafic o FTP server «  Dany all Inbound trafic 1o sarver from axternal

adrassas
«  Alow rafic 1o SMTP sarver
«  Deny all inbound ICMP echo reques! raffic
*  Alow Tafic 1o intemal IMAP gerver
#  Deny sl inbourd MS Active Direciory

*  Deny all inbound MS SOL server poris

«  Dany all MS Domain Local Broadcasts




Typy firewallov
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Layer 1

Stateful Firewal

Paciet-Fiterrg Addreas Traralation
Firmwail Frows



Typy firewallov
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Apphcation Gateway
Firewal



Paketove filtre (nestavove firewally)
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« Jednoducho zavadzané
pravidla

_ﬂ Nezatazuju zariadenie tak
ako filtre s hibkovou
— analyzou prevadzky

« Zakladnu uroven zabezpecenia siete je
mozne vytvorit prave paketovym filtrom

* Problem predstavuju fragmentovane data
(hlavicka je sucastou iba prvého
fragmentu)

SRR



Stavove firewally
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« Do osobitnej tzv. ,flow table“ eviduju
Informacie o spojeniach nadviazanych z
vnutra siete

« Dynamicky zavadzaju zaznamy do
iInbound ACL pre spatnu komunikaciu



Design sieti s firewallmi - DMZ

Trat™c can orginate from
mithet the private 1o the D2 '.-"

of vics versa

Trafic originating from the

7 ¥, publiciothe DMZ s
o e, allovesd but restricted.

- TrafMc originating from the public

vvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvv



Context Based Access Control (CBAC)

1 User1 intates a loinet session

2 Retum trafic of Uiser! toinet
— sesson i permitied.

Usert Fa0/0

Frewall

$0/0/0

www.cnl.tuke.sk

3 Oahes teine! FAamC 1§ DIOCKeC




CBAC ako IPS
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« CBAC dokaze blokovat half-open spojenia
(chrani pred SYN flood utokom)

« CBAC dokaze analyzovat prevadzku na
pritomnost znamych vzoriek komunikacii
(napr. prenos virusu) a aktivne prevadzku
blokovat

 Pri blokovani prevadzky dokaze logovat na
Syslog server



Schopnosti CBAC
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Manitors TCP Connection Setup
Exarminis TCP Seguence Nurmbers

Inspects DNS Quenes and Replies

Inspects Cammon ICMP Message Types

Supports Apphcatons with Musgle Charnels. such as FTP ard Multmeda |

Inspects Embedded Addresses

Inspects Appicason Layer indormation

‘ r GOAG cort dmid the orection botwoorn two dovices, for axample, mting SMTF commands

between wo emal servers

« CBAC uses limeoul and threshold values lo inspect the setup of TCP connectons lo prevent DoS
attacks. When thresholds are reached, the 10S can starl dropping incomplete connections,
generate an alerl, and/or block the TCP traffic.
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access~-list 101 permit tcp any any eq 2] aceess-list 102 deny ip any any
intarfaca rastxtharnat0/0 intarfaca rastrtharratl/1

ip access-group 101 in ip sccess-group 102 in

ip inspect TWRULE in

$0.0.0.3 ittt s
Source Port 2447

TCP raffic & Inspecied by FWRULE

1 ip Lepasct FWRINE in

Firewal oreales & Synamic ACL alowing relam Falic back hrough the Mrewal
2 scoess~List 102 parsit tep host 172.30.1.50 o5 23 host 10.0.0.3 ag 2447

3 Firewall coninues 10 inapect cortrol rafc ard dynamically creates and rermoves ACLs as regured by
the appicaton 11 also mondors and profects agans! apphcaton-speciic attacks

Frowal cetcts when an apgicaton termenatos o times out and removes all dynamec ACLs for hat
S AN



Konfiguracia CBAC
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Fouter (config) ¥

AP LRapect DARG [ CLpOClion RaATE protoc (alezt [(on | off)) [acdit-trail (om | off))
[Cimmout o000 22)

inspect ion=name Names the set of mspecton rukes. If you want 10 add a protocal 10 an exsting set of nikes. use the
Sirme INSPOCHon name for e rules
protoco! The protocol 10 inspect

alert (on | off) (Optional) For sach inspecied protocol, he genaration of alert massages can be set 1o on or off
i no ophion s selecied . alerts are generated based on the seting of the ip inspect alert-

of f command
sudit-trail (on | (Optonal) For each inspecied protocol, 1 sudit-trail opton can be set 10 on or off i no
ort) oplion is selected, audit trail Messages afe genersied based on the sefting of the 1p

inspect audit-trail command

(Optional) Specify the number of seconds for a dfferent idke timeout 10 ovemde the global TCP or
UDP idle drmeouts for the specified protocol. This imeout overndes the global TCP and UDP
necuts but dons nol override the giobal Domain Name Service (DNS) imeout

timeout csocor

0
L}




Konfiguracia CBAC
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pest name MYSITE o 200,165, 2012

WWW Server
209165 201 .1

ip inspect name MYSITE tcop & Mall Server
rage:

interfaze FastEitherrrney 1

ip address 1 ¥ L o R :
|
interfare ferial
ip a3drgss 4 16 23 J55.25%._2558.224
1P access~group | ir
|
- -...n’ia- | -
o gtm ol - - | | 255 any
ey e | | 18.0 0 0.255 any
permit iomp 10.10.1 55 amy
2oy A any any
'
acosas~liat | -




Zone-Based Policy Firewall

AR AR

nedzi zonami



Zone-Based Policy Firewall

www.cnl.tuke.sk

LR R

- -
— Ochrana pred DoS



Zone-Based Policy Firewall
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* Filtrovacie politiky sa definuju
prostrednictvom jazyka C3PL
(Cisco Common Classification Policy
Language)

+«  The private zone must mach the inermet. with acoess 1o HTTE SMTE and ONS services
+  The public 2o shoule nol have any inbound Aocess




Vol'by zone-based policy firewallu
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* Inspect

Fkvivalentné 2 IP inenect v C.RAC. Aitomatickv novoliie

Inspect Drop Pass

I A

Ekvivalentné s permit pravidiom v ACL.



Pravidla konfiguracie
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« Zona musi byt’ nakonfigurovana skor ako sa
rozhranie priradi k zone

« Kazde rozhranie smerovaéa musi byt ¢lenom
nejakej zony

« Jedno rozhranie moze patrit’ iba do jednej zony

« Prevadzka v ramci jednej zony tecie
neobmedzene (nefiltrovane)

« Prevadzka neprechadza medzi rozhraniami z
ktorych iba jedno patri k zone



Kroky k implementacii ZBPF
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1 Vytvorenie zony prikazom Zone security

2 \Vytvorenie tried prevadzky prikazom class-map type inspect

3 Specifikovanie politik prikazom policy-map type inspect
4 Aplikovanie filtrovacich pravidiel prikazom zone-pair security

8 Priradenie rozhrani k zénam prikazom Zzone-member security



Vytvorenie zon (priklad)

FXiconfigrt zone -.curity Inside

N [config-590-12 1§ description Inside network
Hicorfigrd zone -ocuztty Dutalide
Micortig=ses-zone) f description Outside network




Definovanie tried prevadzky (priklad)
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Fi{configlf class-map type inspect FOREXAMFLE

i config-cnap) | natch sccess-group 101

i {config-cnap) § exit

Fijconfig) § access-list 101 pammit ip 10.0.0.0 0.0.0.255 any

Rozsiritelné o maitch protocol a match class-map pre nested-class



Specifikovanie politik (priklad)
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Fi{configlf policy-mep type inspect InsideToOutsids
riiconfig-pnap) | class type inspect FOREXAMFLE
i {config-pnap-c) | inspect




Priradenie politik k zonam (priklad)

www.cnl.tuke.sk

Felcorfiavd zone-palr security InsideToOutside source Inside destination Outside
Felzonfigrsec zorne-paiz 4 description Internet Access
Felcontfig=sec-zone~-palr i service-policy type inspect InsideToOutside

Falcornfig=sec~rore~palz i 4 interface FO/0
Felconfig=111 4 zone-nember security Inside
FRlconfiz=io1 4 wntexiace 50/0/0.100 point-to-point

FRlCorTig=1 714 zone-nanber security Outside
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