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Chapter 4 Objectives

= Spanning Tree Protocol (STP) overview, its operations, and
history

= Implement Rapid Spanning Tree Protocol (RSTP)

= Describe how and where to configure the following features:
PortFast, UplinkFast, BackboneFast, BPDU Guard, BPDU
Filter, Root Guard, Loop Guard, Unidirectional Link
Detection, and FlexLinks

= Configure Multiple Spanning Tree (MST)
= Troubleshooting STP
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Upon completing this section, you will be able to meet these
objectives:

= Explain the need for STP

= List different standards of STP

= Describe basic STP operation

= Describe bridge protocol data units (BPDU)
= Explain the root bridge election

= Explain the root port election

= Explain designated port election

= Explain STP port states

= Explain PVST+

= Explain STP topology changes
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STP Need

= Redundant topology can eliminate single points of failure in
the network , however, STP blocks certain ports, so there is
only one active path to each segment .

Segment 1
=
r— e o
-I —’ -’ -_—m e -
— Router ¥
Server X

Segment 2
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Redundant Topology Problems

= Broadcast storms

- Each switch on a redundant network floods broadcast frames
endlessly. These frames then travel around the loop in all

directions.

= Multiple frame transmission

« Multiple copies of the same unicast frames may be delivered to

destination station, which can cause problems with the
receiving protocol. Multiple copies of the same frame can cause

unrecoverable errors.

= MAC database instability

- If aloop occurs, the same source MAC address could be seen

on multiple interfaces causing instability. Data forwarding can
be impaired when the switch consumes the resources that are

coping with instability in the MAC address table.
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Solution

= STP allows physical path redundancy while
preventing the undesirable effects of active loops In
the network.

= STP forces certain ports into a standby state so
that they do not listen, forward, or flood data
frames.

= There Is only one active path to each network
segment.

= If there is a problem with connectivity to any of the
segments, STP reestablishes connectivity by
automatically activating a previously inactive path.
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Solution

= STP uses bridge protocol data units (BPDUS) for its
operations.

= BPDUs are messages that STP uses to determine
current topology information and how to react if any
devices added or removed or changed in the

topology.
= By default, they are sent out every 2 seconds on all
switch ports.

= BDPUs are discussed later in detall
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STP Standards
_

Original 802.1D Low Slow
CST IEEE 802.1D Low Slow All
PVST+ Cisco High Slow Per vlan
RSTP |IEEE 802.1w Medium Fast All
RPVST+  Cisco Very high Fast Per vlan
MST |IEEE 802.1s Medium or high Fast Vian list

« Common Spanning Tree (CST) assumes one spanning-
tree instance for the entire network

* By default, Cisco switches use PVST+ (Per-VLAN
Spanning Tree Protocol Plus).

 However, it is highly recommended to use either Rapid
PVST+ (RPVST+) or MST (Multiple Spanning Tree)
wherever possible
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STP Operations

Priority 32768 Priority 32768
Mac aabb.cc00.4600 Mac aabb.cc00.4500
sy L Ein0/0 Sy —— B
I Etnor
Eth0A
Which switch is the root bridge?
Which ports are forwarding?
Etho/1 Which ports are blocking?
EthQ/3
Ethi/2
Priority 32768

Mac aabb.cc00.5000
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STP Port Roles

Pori role Description

Root port This port exists on nonroot bridges and is the switch port with the best
path to the root bridge. Only one root port is allowed per bridge.

Designated This port exists on root and nonroot bridges. For root bridges, all switch

port ports are designated ports. For nonroot bridges, a designated port is the
switch port that will receive and forward frames toward the root bridge
as needed. Only one designated port is allowed per segment. If multiple
switches exist on the same segment, an election process determines the
designated switch, and the corresponding switch port begins forwarding
frames for the segment.

Nondesignated The nondesignated port is a switch port that is not forwarding (blocking)

port data frames.

Disabled port

The disabled port is a switch port that is shut down.

Chapter 4

11



STP Operations

STP provides loop resolution by managing the physical path
to the given network segment, by performing the following
three steps:

1. Elects one root bridge

* Only one bridge can act as the root bridge. The root bridge is the
reference point; all data flows in the network are from the perspective
of this switch. All ports on a root bridge are forwarding traffic.

2. Selects the root port on the non-root bridge

* One port on each non-root bridge is the root port. It is the port with the
lowest-cost path from the non-root bridge to the root bridge. By
default, STP path cost is calculated from the bandwidth of the link.
You can also set STP path cost manually.

3. Selects the designated port on each segment

* There is one designated port on each segment. It is selected on the
bridge with the lowest-cost path to the root bridge.

Chapter 4
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Bridge Protocol Data Units'

= STP uses BPDUs to exchange STP information, specifically

for root bridge election and for loop identification.
= By default, BPDUs are sent out every 2 seconds.

= BPDUs are generally categorized into two types:

« Configuration BDPUs

+ Used for calculating the STP

 TCN (Topology Change Notification) BPDUs

+ Used to inform changes in the network topology

13



The BPDU Frame

Protocol
D

Version

Meszzags
Type

Flags

oot
Bridge 1D

Root Path
Ciost

Sender
Bridge ID

Port 1D

Maszsags
Age

haoimum:
Age

Hello
Time

Foraard
Delay

= Protocol ID: Identifies that this is an STP frame (0x0000)
= Version: ldentifies the current version of the protocol (0x00 - STP, 0x02 - RSTP)

= Message Type: Identifies the type of BPDU (configuration or TCN BPDU)

= Flags: Used in response to a TCN BPDU (0 — no change, 1 - change)
= Root Bridge ID: Identifies the bridge ID (BID) of the root bridge
= Root Path Cost: Identifies the cost from the transmitting switch to the root
= Sender Bridge ID: Identifies the BID of the transmitting switch

= Port ID: Identifies the transmitting port (Priority + port ID)

= Message Age: Indicates the age of the current BPDU
= Max Age: Indicates the timeout value
= Hello Time: Identifies the time interval between generations of configuration BPDUs

by the root

= Forward Delay: Defines the time a switch port must wait in the listening and
learning state

= Destination MAC address 01-80-c2-00-00-00 and source MAC is port MAC

Chapter 4
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Root Bridge Election

= The root bridge is chosen with an election.

= In STP, each switch has a unique bridge Identifier (BID) that
consists of the following:

- Bridge priority (a value between 0 and 65 535, with the default being
32 768) <«— Bridge ID = 8 Bytes ——»

« MAC address

Bridge

Priority MAC Address

- - o
2 bytes 6 bytes

- newer STP versions added Extended system ID = VLAN ID
= The root bridge is selected based on the lowest BID.

= |f all switches in the network have the same priority, the
switch with the lowest MAC address becomes the root
bridge

Chapter 4
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The root bridge is the logical center of the spanning tree

topology

In the beginning, each switch assumes that it is the root bridge.
Each switch sends BPDUSs to its neighbours, presenting its BID.
At the same time, it receives the BPDUs from all the neighbours.

Each time a switch receives a BPDU, it checks its BID against
its own. If the received BID is higher than its own, then the
switch knows it is not the root bridge. converges, it keeps its
assumption of being the root bridge.

Eventually the election converges, and all switches agree that
one of them is the root bridge.

Root bridge election is an ongoing process. So, if a new switch
appears with a better BID, it will be elected as the new root
bridge.
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Root Port Election

= After the root bridge is elected, each non-root bridge must
figure out where it is in relation to the root bridge.

= Root port is the port with the best path to the root bridge.

= To determine root ports on non-root bridges, cost value is
used.
= The path cost is the cumulative cost of all links to the root
bridge.
= Root port indicates the lowest cost to the root bridge.
Correct IEEE 802.1D- Correct IEEE 802.1D-

Link Speed

2004 Cost 1998 Cost
10 Gbps 2
1 Gbps 4
100 Mbps 19 10

10 Mbps 100 100

Chapter 4
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STP Operations

Which switch is the root bridge?
Which ports are forwarding?
Which ports are blocking?

Chapter 4
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STP Operations

Priority 32768
Mac aabb.cc00.4600

Eth0/0
w1 £

Eth0A

Which switch is the root bridge?
Which ports are forwarding?

: -
Etho/1 Which ports are blocking®

EthQ/3

Eth0/2
o LS
I

Priority 32768
Mac aabb.cc00.5000
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STP Operations

Priority 32768
Mac aabb.cc00.4600

Eth0/0
w1 £

Eth0A

Which switch is the root bridge?
Which ports are forwarding?

: -
Etho/1 Which ports are blocking®

EthQ/3

Eth0/2
o LS
I

Priority 32768
Mac aabb.cc00.5000
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Root Port Election

Root Port

/

Eth0/0

E Cost 100 Eth0/2
wi

Eth0/1 Port ID 128.2
Cost 100

Root bridge

Port ID 128.4

Eth0/3
Cost 100

Eth0/2

i —/ Cost 100
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Designated Port Election

= After the root bridge and root ports on non-root bridges have
been elected, to prevent the loops STP must identify which port
on the segment will forward the traffic.

= Only one of the links on a segment should forward traffic to and
from that segment.

= The designated port, the one forwarding the traffic, is also
chosen based on the lowest cost to the root bridge.

= On the root bridge, all ports are designated.

= |f there are two paths with equal cost to the root bridge, STP uses
the following criteria for best path determination and
consequently for determination of designated and non-
designated ports on the segment:

* Lowest BID
- Lowest sender BID
* Lowest sender port ID

Chapter 4
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STP Process

Priority 32768
MAC aabb.cc00.4600
ROOT

Priority 32768
MAC aabb.cc00.4500
DESG

Eth0/0
-
]

DESG
Eth0/1

X

ROOT
NONDESG | Eth0/1

Eth0/3

Priority 32768
MAC aabb.cc00.5000

Chapter 4
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SW3 15’ Eth0/2

DESG
Eth0/1
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[

DESG
Eth0/3

Root bridge
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STP Port States

Blocking (Sts = BLK)
= |n this state, the port ensures that no bridging loops occur.

= Aportin this state cannot receive or transmit data, but it
receives BPDUSs, so the switch can hear from its neighbour
switches and determine the location, and root bridge ID, of
the root switch and port roles of each switch.

= Aportin this state is a non-designated port, and therefore
it does not participate in active topology.

Interface Role Sts Cost Prio.Nbr Type

Fa0/7 Altn BLK 19 128.7 P2p
Fa0/8 Root FWD 19 128.8 P2p
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STP Port States

Listening (Sts

= Aportis moved from blocking to listening state if there is a
possibility to be selected as the root or designated port.

= The port In this state still cannot send or receive data
frames.

= Butitis allowed to send and receive BPDUSs, so itis
participating in active topology.

Learning (Sts = LRN)

= After a period of time (forward delay) in listening state, the
port is moved to learning state.

= The port still sends and receives BPDUSs; in addition, it can
learn and add new MAC addresses to its table.

= A portin this state still cannot send any data frames.

CCCCCCCC
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STP Port States

Forwarding (Sts FWD)

= After another period of time (forward delay) in learning state,
the port is moved to forwarding state.

= |t is considered as part of the active topology. It sends and
receives data frames and also sends and receives BPDUS.

Interface Role Sts Cost Prio.Nbr Type
Fa0/8 Root FWD 19 128.8 P2p
Disabled

= |n this state, a port is administratively shut down.

= |t does not participate in spanning tree, and it does not
forward frames.
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STP Port States
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STP Port
State

Receive

BPDUs

Send
BPDUs

Learn MAC
Addresses

Receive

Data

Send Data

Duration
of State

Blocking

Yes

¥ No

¥ No

¥ No

* No

Undefined (if
there is a

loop)

Listening

Yes

Yes

¥ No

¥ No

K No

Forward
delay (15
seconds)

Learning

Yes

Yes

Yes

¥ No

€ No

Forward
delay (15
seconds)

Forwarding

Yes

Yes

Yes

Yes

Yes

Undefined
(aslong as
there is no

loop)

Disabled

¥ No

¥ No

¥ No

¥ No

K No

Until
administrator
enables it

Chapter 4
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Per-VLAN STP Plus (PVST+)

= Per-VLAN STP Plus (PVST+) is a Cisco implementation of
STP that provides a separate spanning-tree instance for
each configured VLAN in the network.

PC in VLAN 1 PC in VLAN 1
[:]I Root for VLAN 1 Root for VLAN 2 [:]'
_— L= — =
[ (]
— —
PC in VLAN 2 PC in VLAN 2
Forwarding Port for VLAN 1 ) Forwarding Port for VLAN 2
Blocking Port for VLARN 2 m’ Blocking Port for VLAN 1
f]/l \[ji  Resource needed: High
., L « Convergence: Slow
BCINVLAN 1 PCin VLAN 2  number of VLANs: per VLAN

Chapter 4
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Per-VLAN STP Plus (PVST+)

= Spanning-tree operation requires that each switch has a
unique BID per VLAN instance.

= To carry BID information, the extended system ID is
accommodated.

= The original 16-bit bridge priority field is split into two fields,
resulting in the following components in the BID:
- Bridge priority
* A 4-Dbit field used to carry bridge priority.
« The default priority is 32 768, which is the midrange value.
« The priority is conveyed in discrete values in increments of 4096.

- Extended system ID
- A 12-bit field carrying the VLAN ID
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= B A
Per-VLAN STP Plus (PVST+)

Bridge ID

Bridge Priority MAC Address
(16 bits) (48 bits)

Eggﬁg Extended System ID (=VLAN ID)
(4 bits) (12 bits)
.
¢/ \ 16 bits (2 Bytes) 1
Bridge Priority Value System ID Extension (12 bits)
32768 H 16384 8192 | 4096 || 2048 1024 ‘ 512 ‘ 256 | 128 H 64 32 H 16 8 4 H 2 1
1011=45056 ( 000000010110=22 )
1 0 1 1 0 0 0 0 0 0 0 1 0 1 1 0
t Example: Bridge Priority of 45056 for VLAN 22 4

Chapter 4
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STP Topology Changes

Topology change = switchport changes state to Forwarding or Blocking.

Switch announce topology Root bridge signals the topology change
change to the root bridge. to other switches.
SWH1
----- Root Bridge Root Bridge
‘E; SW3 ,.E; SW3

Chapter 4
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Rapid Spanning

Tree Protocol
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Rapid Spanning Tree Protbcol

Upon completing this section, you will be able to meet these
objectives:

= List and explain RSTP port roles

= Compare RSTP and STP port states

= Explain how STP handles topology changes
= Describe RSTP link types

= Configure and modify STP behaviour

= Explain how RSTP handles topology changes

CCCCCCCC
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Changing the STP Mode to RS'

SWl (config)# spanning-tree mode rapld-pvst

Sw2 (config)# spanning-tree mode rapld-pvst

SW3 (config)# spanning-tree mode rapld-pvst

= The convergence time for RSTP is much shorter than for
STP. The entire convergence happens at the speed of
BPDU transmission.

= That can be less than 1 second.

Chapter 4
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RSTP Overview

Rapid Spanning Tree Protocol (RSTP) is an enhancement
of the original Spanning Tree Protocol (STP) that
significantly improves convergence time, network efficiency,
and fault tolerance in Ethernet networks. It addresses the
slow response times of traditional STP while maintaining
compatibility with older implementations.

. Faster Convergence

Port Roles and
Edge Ports (Similar to PortFast in STP)

. Backward Compatibility

Prevention of Temporary Loops

. Automatic Detection of Topology Changes
. Multiple Spanning Tree (MST 802.1s) Compatibility

CCCCCCCC
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RSTP Faster Convergenceﬂ

= One of the major drawbacks of the original STP (802.1D)
was its slow convergence time, taking anywhere between
30 to 50 seconds to respond to topology changes.

= RSTP overcomes this limitation by implementing
mechanisms that allow for near-instantaneous
convergence, typically within 1 to 3 seconds.

= Traditional STP requires a Listening (15s) — Learning
(15s) — Forwarding process.

= RSTP eliminates these delays by moving ports quickly to a
forwarding state using new roles and a handshake
mechanism — Proposal/Agreement mechanism

CCCCCCCC
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RSTP Port Roles

= RSTP significantly speeds the recalculation of the spanning tree when
the network topology changes. Port roles:
= Root port (Role = Root)

» The root port is the switch port on every non-root bridge that is the
chosen path to the root bridge.

« There can be only (has to be) one root port on every switch.
« The root port is considered as part of active topology.
- It forwards, sends, and receives BPDUs and data messages.

= Designated port (Role = Desq)

« Each switch has at least one switch port as the designated port for
the segment.

+ In active topology, the switch with the designated port receives
frames on the segment that are destined for the root bridge.

« There can be only one designated port per segment.

Chapter 4
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RSTP Port Roles

= Alternate (Role = Altn)

- The alternate port is a switch port that offers an alternate path toward
the root bridge.

* |t assumes a discarding state (BLK) in an active topology.

« The alternate port makes a transition to a root port if the current root
path (port) fails.

Interface Role Sts Cost Prio.Nbr Type
FaQ/7 Altn BLK 19 128.7 P2p
= Disabled

- A disabled port has no role within the operation of spanning tree.

Chapter 4
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RSTP Port Roles

= Backup (Role = Back)

« The backup port is an additional switch port on the designated switch
with a redundant link to the shared segment for which the switch is
designated.

* The backup port has the discarding state (BLK) in active topology.

Interface Role Sts Cost Prio.Nbr Type
Gi0/0 Desg FWD 4 128.1 Shr
Gi0/1 Desg FWD 200 128.2 Shr

Gi0/2 Back BLK 4 128.3 Shr

Chapter 4
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RSTP Port Roles

= Root Bridge
-’
DESG (FWD) DESG (FWD)
Root (FWD) Root(FWD)
AE’ DESG (FWD) ALT{DISCAHD]‘E’
L] ]
Fa0/1 Fao/2
DESG (FWD) BACKUP (DISCARD)
e/

Chapter 4
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In classical STP (802.1D), only the root bridge generates
BPDUs (when all switches are synchronized), and these are
forwarded downstream by other switches.

In RSTP (802.1w), every switch generates BPDUs
Independently and sends them at Hello Time intervals
(default: 2 seconds).

This allows faster detection of topology changes and enables
the Proposal/Agreement mechanism for rapid
convergence.

Thus, this feature improves network resilience and speeds up
reconvergence when a failure occurs.
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Proposal/Agreement Mechanism for Faster

Convergence

RSTP speeds up convergence using a Proposal/Agreement
handshake between switches.

When a switch detects a topology change, it sends a
Proposal BPDU to its neighbour, suggesting a change in
port state.

The neighbouring switch responds with an Agreement
BPDU if it confirms the change.

This allows the switch to quickly update its port states without
waiting for timers to expire, unlike the traditional STP method
that relies on fixed timers.

This handshaking mechanism dramatically reduces network
recovery time.
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Comparlson of RSTP andﬁ-STP drt States

* in RSTP There is no listening state as there is with STP.

= Blocking, Listening and Disabled STP states are replaced
with the Discarding state.

= |n a stable topology, RSTP ensures that every root port and
designated port transit to forwarding, while all alternate ports
and backup ports are always in the discarding state.

STP Port Role

STP Port State

RSTP Port Role

RSTP Port State

Root port Forwarding Root port Forwarding
Designated port Forwarding Designated port > Forwarding
Nondesignated port| Blocking Alternative or backup port |Discarding
Disabled — Disabled Discarding
In transition Listening In transition Learning

Learning

Chapter 4
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RSTP Ports States

Port State Description

Discarding This state is seen in both a stable active topology and during topology syn-
chronization and changes. The discarding state prevents the forwarding of
data frames, thus “breaking” the continuity of a Layer 2 loop.

Learning This state is seen in both a stable active topology and during topology syn-
chronization and changes. The learning state accepts data frames to populate
the MAC table to limit flooding of unknown unicast frames.

Forwarding  This state is seen only in stable active topologies. The forwarding switch

ports determine the topology. Following a topology change, or during syn-
chronization, the forwarding of data frames occurs only after a proposal and

agreement process.

Chapter 4
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RSTP Topology Changes

= With RSTP, the TC propagation is now a one-step process.
In fact, the initiator of the TC floods this information
throughout the network, as opposed to 802.1D, where only
the root did. RSTP no longer uses the specific TCN BPDUs
unless a legacy bridge needs to be notified.

= This mechanism is much faster than the 802.1D equivalent.

= |In just a few seconds, or a small multiple of hello times,
most of the entries in the CAM tables of the entire network

(VLAN) flush.

= When a switch receives a BPDU (with TC bit set) from a
neighbor, it clears the MAC addresses learned on all its
ports except the one that receives the topology change.

CCCCCCCC
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RSTP Topology Changes

= Why does RSTP not consider link failure as a topology
change?
= Loss of connectivity does not provide new paths in
topology. If a switch loses the link to a downstream

switch, the downstream switch either has an alternate
path to the root bridge or it does not.

= |f the downstream switch has no alternate path, no action
will be taken to improve convergence.

= |f the downstream switch has an alternate path, the
downstream switch will unblock it and consequently
generate its own BPDUs with the TC bit set.

= Like with STP, PortFast-enabled ports do not create
topology changes.
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Conflgurlng and I\/Iodlfylng: STP Behawor '

Changing STP Priority

The oldest switch will have the lowest MAC address
because the lower MAC addresses were factory-assigned
first.

To manually set the root bridge, you can change a switch’s
priority

It is highly recommended to configure the distribution or
core switches to become the root bridge

The priority can be a value between 0 and 65,535 In
Increments of 4,096. The default value is 32,768

The better solution is to use spanning-tree vlan
vlan-id root {primary | secondary} command.

CCCCCCCC
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Conflgurlng and Modlfylng STP Behawor
(Changing STP Priority of SW2 to lowest)

Root bridge p
DESG ROOT Before making SW2 ..-*""
(FWD) (FWD) the root bridge ... =~
Fa
awi .‘!E’ Eth0/0 Eth0/2 ‘E" SW2 e
. DESG Etho/1 .~ I _=" After
DESG DESG -
(FWD) (FWD) el
Eth0/ Eth0/3 7
-
NONDESG X-’
ROOT | (BLK) -~ _
(FWD) | Eth0/1 - ROOT DESG Root bridge
Eth0/3 \ (FWD) (FWD)
NONDESG
swa p—— e \ ’ A== Eth0/0 Eth0/2 E” SW2
— Etho/2 \ SW1 . DESG Eth0o/1_~ I
DESG DESG
(FWD) (FWD)
-7 Eth0/M1 Eth0/3
- g x
L7 ROOT
e NONDESG |(FWD)
el (BLK)) | Ethort
P Eth0/3
.ﬁ; NONDESG
SWIEE" 5 k)
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Changlng STP Priority - recommended

= It is not advised for the network to choose the root bridge by
itself.

= |f all switches have default STP priorities, the switch with
the lowest MAC address will become the root bridge.

= The oldest switch will have the lowest MAC address
because the lower MAC addresses were factory-assigned
first.

= To manually set the root bridge, you can change a switch’s
priority
Note:

It is highly recommended to configure the distribution or
core switches to become the root bridge.

CCCCCCCC
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Changing STP Priority

= The priority can be a value between 0 and 65,535, In
Increments of 4,096. The default value is 32,768.

= The better solution is to use spanning-tree vlan
vlian-id root { primary | secondary }command.

= This command is actually a macro that lowers the switch’s
priority number for it to become the root bridge.

= To configure the switch to become the root bridge for a
specified VLAN, use the primary keyword.

= Use the secondary keyword to configure a secondary root
bridge.

= The spanning-tree root command calculates the priority by
learning the current root priority and lowering the 4096
value to it.

Swz2 (config)# spanning-tree vlan 1 root primary




STP Path Manipulation

FWD FWD e
Cost 100 Cost 100 ol
W EvEthDa‘D Eth0/2 ..E’ SW2 e
I FWD I e
FWD Cost 100 FWD T e
-
Cost 100 Ethort Cost100  pogipridge . »"
Eth0/1 Eth0/3 g
FWD el
Sl oy
Cost 100 | >§‘
Eth0/3 - g
p—— -~
SWa Cost 100 -~
-’ EthO/2 P
- FWD FWD
,,-’ Cost 100 Cost 100
w1 =g Emoo =hoe =y s>
e I FWD I
- ) 4 Eth0/1
o Cost 100 COST I Root briage
- Etho/1
II|I....v"
,-*“'f Cost 100
FWD | Eihor
Costioo | — ¥~
Etho/3 /"‘,
I w ._-- .:- .. .T-. . I
Sw3 jaga® Cost 16 | EnoZonswa
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STP Path Manipulation

= You can modify port cost by using the spanning-tree
vlan vian-list cost cost-value command.

= The cost value can be between 1 and 65,535.

DLS1 (confiqg) #

DLS1 (config) #interface e0/1

DLS1 (config-if) #spanning-tree cost 7
<1-65535> port path cost

DLS1 (config-if) #spanning-tree cost 12
DLS1 (config-if) fspanning-tree vlan 666 cost 333

Chapter 4
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STP Path Manipulation

DLS1(config-if)#do sh span vlan 110

VLANO110
Spanning tree enabled protocol rstp
Root ID Priority 32878
Address aabb.cc00.1100
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32878 (priority 32768 sys-id-ext 110)
Address aabb.cc00.1100
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type
Eto/0 Desg FWD 100 128.1 Shr
Eto/1 Desg FWD 12 128.2 Shr

Eto/2 Desg FWD 100 128.3 Shr

Chapter 4
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STP Path Manipulation

DLS1(config-if)#do sh span vlan 666

VLANOG666
Spanning tree enabled protocol rstp
Root ID Priority 33434
Address aabb.cc00.1100
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 33434 (priority 32768 sys-id-ext 666)
Address aabb.cc00.1100
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type
Eto/0 Desg FWD 100 128.1 Shr
Eto/1 Desg FWD 333 128.2 Shr

Eto/2 Desg FWD 100 128.3 Shr
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STP Path Manipulation

= You can modify the port priority by using the spanning-tree
vlan vlian-list port-priority port-priority command.

= The value of port priority can be between 0 and 255; the
default is 128.

= A lower port priority means a more preferred path to the root
bridge.

DLS1 (config) #int e0/2
DLS1 (config-if) #spanning-tree port-priority 192

DLS]1 (config-if) #spanning-tree vlan 120 port-priority 64
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STP Path Manipulation

DLS1(config-if)#do sh span vlan 110

VLANO110
Spanning tree enabled protocol rstp
Root ID Priority 32878
Address aabb.cc00.1100
This bridge is the root

Hello Time 2 sec Max Age 20 sec

Bridge ID Priority 32878 (priority 32768 sys-id-ext 110)

Address aabb.cc00.1100

Hello Time 2 sec Max Age 20 sec

Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type

Eto/0 Desg FWD 1600 128.1
Eto/1 Desg FWD 12 128.2
Eto/2 Desg FWD 100 192.3

Chapter 4
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STP Path Manipulation

DLS1(config-if)#do sh span vlan 120

VLANO120
Spanning tree enabled protocol rstp
Root ID Priority 32888
Address aabb.cc00.1100
This bridge is the root

Hello Time 2 sec Max Age 20 sec

Bridge ID Priority 32888 (priority 32768 sys-id-ext 120)

Address aabb.cc00.1100

Hello Time 2 sec Max Age 20 sec

Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type

Eto/0 Desg FWD 100 128.1
Eto/1 Desg FWD 12 128.2
Eto/2 Desg FWD 100 64.3
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STP Timers

STP uses three different timers to ensure proper loop-free
convergence. The three key STP timers and their default
values are as follows:

ALS2# show span root

Hello Max
Time Age

Fwd
Dly

VLANOO99
VLANO10O
VLANO110
VLANO120
VLANO666

Chapter 4
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STP Timers

Hello Time

* The Hello timer determines the interval at which an STP-
capable device sends configuration BPDUSs.

 The device sends BPDUs at an interval of the Hello timer to
check whether any link has failed.

« When the Hello timer is changed, the new value takes effect
only after a new root bridge is elected.

* New root bridge includes the new Hello timer value In
BPDUs it sends to non-root bridges.

- If the network topology changes, TCN BPDUSs are
Immediately transmitted regardless of the Hello timer.

CCCCCCCC
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STP Timers

Forward Delay timer

* specifies the delay in a port state transition.

* When alink fails, STP recalculation is triggered and the
spanning tree structure changes accordingly. However, new
configuration BPDUs cannot be flooded immediately across
the entire network. If the new root port and designated port
forward data immediately, transient loops may occur.
Therefore, STP defines a delay mechanism for port state
transition. The newly selected root port and designated port
must wait for two Forward Delay intervals before
transitioning to the Forwarding state. During this period, the
new configuration BPDUs can be transmitted over the
network, preventing transient loops.
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STP Timers

Forward Delay timer

* The Forward Delay timer defines the time that is spent in
Listening or Learning state.

* The default Forward Delay value is 15 seconds.

* This means that the port stays in Listening state for 15
seconds and then stays in Learning state for another 15
seconds before transitioning to the Forwarding state.

» The port in Listening or Learning state does not forward
user traffic, effectively preventing transient loops.
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STP Timers

Max Age timer

= The Max Age timer specifies the aging time of BPDUs. This
parameter is configurable on the root bridge.

= The Max Age value is encapsulated in configuration BPDUs
and transmitted on the entire network to ensure
consistency. Upon receipt of a configuration BPDU, a non-
root bridge compares the Message Age value with the Max
Age value In the received configuration BPDU.

- If the Message Age value is smaller than or equal to the
Max Age value, the non-root bridge forwards the
configuration BPDU.

- If the Message Age value is greater than the Max Age
value, the non-root bridge discards the configuration BPDU.
In this case, the network is considered too large and the
non-root bridge disconnects from the root bridge.
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STP Timers

Max Age timer Root Bridge

If the configuration BPDU is
sent from the root bridge, the Message Age=0 —_
Message Age value is 0. )

Otherwise, the Message Age
value is the total time required
to transmit the BPDU from the Messa9® Age=1—
root bridge to the local bridge,
Including the transmission
delay.

The Message Age value of a
configuration BPDU is
Incremented by 1 second each
time the configuration BPDU
passes through a bridge:

53

Message Age=2

56

The Message Age is measured in seconds, not just as a hop count
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STP Timers

= The transition between port states takes from 30 to 50
seconds, depending on the topology change.

= This can be adjusted with STP timers:
* Hello Time can be tuned between 1 and 10 seconds,
* Forward Delay between 4 and 30 seconds,
- and Maximum Age between 6 and 40 seconds.

= To manually configure timers, use the command:

spanning-tree [ vlan vian-id ] { hello-time |
forward-time | max-age } seconds
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STP Timers optimalizatio'n'

= To prevent frequent network flapping, ensure that the
values of the Hello timer, Forward Delay timer, and Max
Age timer of the root switch conform to the following
formulas:

= 2 X (Forward Delay timer - 1.0 second) >= Max Age timer
= Max Age timer >= 2 x (Hello timer + 1.0 second)

= You are advised to set the three parameters on devices
consistently on an STP network.

= Generally, you are not advised to directly change these
timers.

CCCCCCCC
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Implementing

STP Stabllity
Mechanisms
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Clsco Spanning Tree Protocol Toolkit

Provides tools to better manage STP.
The key features of are as follows:

= UplinkFast: Enables fast uplink failover on access switch

= BackboneFast: Enables fast convergence in distribution or

core layer when STP change occurs

= PortFast: Configures access port to transition directly to

forwarding state

CCCCCCCC
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The key features of the Cisco STP Toolkit that ensure STP
stablility are as follows:

= BPDU Guard
* Disables the PortFast-enabled port if a BPDU is received
= BPDU Filter
» Suppresses BPDUs on switch ports
= Root Guard
* Prevents external switches to become a root bridge
= Loop Guard

* Prevents an alternate port from becoming the designated
port if no BPDUs are received

CCCCCCCC
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Use UplinkFast

= |f forwarding uplink fails, it will take 30 to 50 seconds for the
other uplink to take over.

= UplinkFast is a Cisco proprietary solution that greatly
reduces convergence time.

= The UplinkFast feature is based on the definition of an
uplink group. On a given switch, the uplink group
consists of the root port and all the ports that provide
an alternate connection to the root bridge. If the root
port fails, which means if the primary uplink fails, a port
with the next lowest cost from the uplink group is
selected to immediately replace it.

= The total time to recover the primary link failure will normally
be less than 1 second.
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Use UplinkFast

CCCCCCCC

= UplinkFast is a Cisco

osws @? 0w proprietary feature
><‘ = By default, UplinkFast is
- Sy oon disabled. |
® = To enable UplinkFast, use the

. ﬂ/ following command:

- é", s i ASW.(conf ig) # spanning-tree
uplinkfast
‘ = With RSTP, the UplinkFast
il mechanism is already
_— Integrated into the protocol in a

" standards-based way.
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Use BackboneFast

= When an indirect link failure occurs, BackboneFast
checks whether an alternative path exists to the root bridge.

= Indirect failure is when a link that is not directly connected
to a switch falls.

Root Bridge

D R
D D
R 5 R

DS y.—— .5’ DSW2
L] s

——>

“DSW1 is the root!”
(inferior BPDU)
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Use BackboneFast

Root Link Query

= As shown in Figure, DSW3 is the <——
root bridge, and DSW2 is the one oot 511900 g P
blocking DSW1’s alternate path to Dswa et iy 3"
DSW3. . 7 |
= When DSW1’s root port fails, DSW1 I . e
declares itself the root bridge and ——— 2 ¢—&= osw2
starts sending BPDUSs to all switches — s .
it is connected to (in this case, only Dmt
DSWZ) (inferior BPDU) |

= These BPDUs are inferior. When a switch receives an inferior BPDU on
a blocked port and BackboneFast enabled, it runs a procedure to
validate that it still has an active path to the currently known root bridge:

= After the switch identifies potential alternative ports, it starts sending
RLQs (Root Link Queries).

= By sending these queries, it finds out whether upstream switches
have a path to the root bridge
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Use BackboneFast

RLQ reply

= When a switch, which is either the —)

root bridge or has a connection to ROOLBII0C R

the root bridge, receives an RLQ, the o -’ -D’ oo

switch sends back an RLQ reply. RLQ reply
= Otherwise, an RLQ gets forwarded IH R

until it gets to a switch that is the root °sW! = ﬁE o

bridge or has a connection to the Q:l

root bridge. RLQ reply

= If exchange of RLQ messages results in validation that the root bridge
(DSW?3) is still accessible, the switch (DSW2) starts sending existing root

bridge information to the bridge that lost connectivity through its root port
(DSW1).

= If this validation fails, DSW?2 can start the root bridge election process. In
either of these cases, if validation is successful or not, maximum age
time is shortened.
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Use BackboneFast

Normally a switch must wait for the maximum age timer to expire
before responding to the inferior BPDUS.

However, BackboneFast searches for an alternative path:

= |If the inferior BPDU arrives on a port that is blocked, the switch
assumes that the root port and all other blocked ports are an
alternative path.

= |If the inferior BPDU arrives on a port that is root, the switch
assumes all blocked are an alternate path.

= |f no ports are blocked, the switch assumes that it lost
connectivity with the root bridge and considers itself as the root

bridge.

After the switch identifies potential alternative ports, it starts
sending RLQs (request link queries). By sending these queries, it
finds out whether upstream switches have a path to the root bridge.
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Use BackboneFast

= To configure BackboneFast, use the following command:
DSW1 (config) # spanning-tree backbonefast
= By default, BackboneFast is disabled.

= To verify the current BackboneFast state, issue the
following command:

DSW1# show spanning-tree backbonefast
BackboneFast 1s enabled

= BackboneFast was implemented also into RSTP.

= RSTP implementation differs a bit from BackboneFast.
Whereas BackboneFast relies on RLQ messages to
validate the current root bridge, RSTP relies on cached
Information.




Use PortFast

= When PortFast is enabled, the port transitions immediately from
blocking to forwarding.

= PortFast should be enabled on access layer switches where
the hosts are connected.

= An additional benefit of using PortFast is that TCN BPDUs are
not sent when a switch port in PortFast mode goes up or down.

= By default, PortFast is disabled on all switch ports.

= You can configure PortFast in two ways: per port and globally.

 If you configure PortFast globally, all ports that are configured as access
ports automatically become PortFast enabled, and the port will
Immediately transition to forwarding.

- If a port does receive a BPDU, that port will go into blocking mode.

* If you configure PortFast per port
* The port will be PortFast enabled even if it receives BPDUs
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Use PortFast

[
BASW(config-if)# spanning-tree portfast AL;;;117

! Enables PortFast on per-port basis
ASW(config)# spanning-tree portfast default
! Enables PortFast on ALL switch ports that are defined as access
BSW# show spanning-tree interface ethernet 0/0 portfast

! Displays current state of PortFast

PortFast

Chapter 4
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= Never use the PortFast feature on switch ports that connect
to other switches, hubs, or routers.

= You can also enable PortFast on trunk ports.

= This is useful If you have a trunk enabled for a host such as
a server that needs multiple VLANS.

= To enable a port for PortFast on an interface that connects
to such a server, use the following interface configuration
commands:

LSW(config-if)# spanning-tree portfast trunk

! To display the current status of PortFast, use the following command:
ASW# show spanning-tree interface ethernet 0/0 portfast
VLANOOO]L enabled
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Securlng PortFast Interface Wlth BPDU Guard

= BPDU Guard protects the integrity of ports that are PortFast
enabled.

= |f any BPDU Is received on a PortFast-enabled port, that
port is put into err-disabled state.

= That means the port is shut down and must be manually re-
enabled or automatically recovered through the error-
disabled timeout function.

$SPANTREE-2-BLOCK BPDUGUARD: Received BPDU on port Et0/0 with BPDU Guard enabled.
Disabling port.

$PM-4-ERR DISABLE: bpduguard error detected on Et0/0, putting Et0/0 in err-disable
state

= |t is highly recommended to always enable BPDU Guard on
all PortFast-enabled ports.
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Securlng PortFast Interface Wlth BPDU Guard

= By default, BPDU Guard is disabled on all switch ports.

= BPDU Guard can be configured in two ways, globally and
per port.

REW(config-1f)4# spanning-tree bpduguard enable

! Configures BEPDU Guard on a port

REW(config)# epanning-tree portfaet bpduguard default

! Configures BPDU Guard on all switch ports that have PortFast enabled
AEWH# show gpanning-tree summary totals

! Verifies BPDU Guard configuration

= Global configuration is conditional: If the port is not PortFast
enabled, BPDU Guard will not be activated.
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Dlsabllng STP with BPDU Filter

= BPDUs are sent on all ports, even if they are PortFast enabled.
= You should always run STP to prevent loops.

= However, in special cases, you need to prevent BPDUs from
being sent out. You can achieve that by using BPDU Filter.

= Configuring BPDU Filter so that all configuration BPDUs received
on a port are dropped can be useful for service provider
environments, where a service provider provides Layer 2
Ethernet access for customers. Ideally, the service provider does
not want to share any spanning-tree information with customers,
because such sharing might jeopardize the stability of the service
provider’s internal spanning-tree topology.

= By configuring PortFast and BPDU Filter on each customer
access port, the service provider will not send any configuration
BPDUSs to customers and will ignore any configuration BPDUs
sent from customers!
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Disabling STP with BPDU Filter

Switch (config-if) #spanning-tree bpdufilter enable
! Enables BPDU Filter on a specific switch port

Switch (config) #spanning-tree portfast bpdufilter default

! Enables BPDU Filter on all switch ports that have
PortFast enabled

Switch# show spanning-tree totals

! Verify global BPDU Filter configuration

Switch# show spanning-tree interface e0/0 detail

! Verify BPDU Filter configuration on a specific port
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Dlsabllng STP with BPDU Filter

BPDU Filter behaves differently if applied globally or on a per-
port basis:
= When enabled globally, BPDU Filter has these attributes:

- It affects all operational PortFast ports on switches that do not
have BPDU Filter configured on the individual ports.

- If BPDUs are detected, the port loses its PortFast status, BPDU
Filter is disabled, and the STP sends and receives BPDUs on
the port as it would with any other STP port on the switch.

- Upon startup, the port transmits ten BPDUSs. If this port receives
any BPDUs during that time, PortFast and BPDU Filter are
disabled.

= When enabled on an individual port, BPDU Filter has
these attributes:

* It ignores all BPDUs received.
* It sends no BPDUs.

Chapter 4
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Use Root Guard

= The Root Guard feature forces an interface to become a
designated port to prevent surrounding switches from
becoming a root switch.

= |[n other words, Root Guard provides a way to enforce the
root bridge placement in the network.

= |[n other words, Root Guard prevents a Designated Port
from becoming a Root Port.

= |f a port on which the Root Guard feature receives a
superior BPDU, it moves the port into a root-inconsistent
state (effectively equal to a listening state), thus maintaining
the current Root Bridge status.
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Use Root Guard

1) Old Root
=
LA

A
A
'\
Root Bridge | x
S

=14
Without root guard, <N
new switch can o
become new root

switch.

= Best Practice: Apply Root Guard on links connecting to
downstream switches but not on uplinks toward the root bridge

= Final Thought: Root Guard is essential in ensuring the intended
Root Bridge remains stable and preventing rogue devices or
misconfigurations from disrupting the STP topology

=14

B |
4

Root Bridge

new switch
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Configuring and Verlfylng Root Guard

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/ZE.
Switch(config)# interface FastEthernet 5/8
Switch(config-if)# spanning-tree guard root
Switch(config-if)# end

Switch# show running-config interface FastEthernet 5/8

Building configuration... Current configuration: &7 bytes ! interface
FastEthernet5/8 switchport mode access spanning-tree guard root end !

Moved to root-inconsistent state

$SPANTREE-2-ROOTGUARDEBLOCK: Port 1/1 tried to become non-designated in VLAN 77.

Switch# show spanning-tree inconsistentports

Name Interface Inconsistency

VLANOOO1 FastEthernet3/1 Port Type Inconsistent
VLANODOO1 FastEthernet3/2 Port Type Inconsistent
VLAN10O2 FastEthernet3/1 Port Type Inconsistent
VLAN10O2Z2 FastEthernet3/2 Port Type Inconsistent
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Loop Guard Overview

= STP relies on continuous reception or transmission of BPDUs
based on the port role.

= The designated port transmits BPDUs, and the non-designated
port just receives BPDUSs.

= When one of the ports in a physically redundant topology no
longer receives BPDUs, the STP conceives that the topology is
loop free.

= Eventually, a port in blocking state - from the alternate or backup
role becomes designated role and moves to a forwarding state.

= This situation can create a loop.
= The Loop Guard feature makes additional checks.

= |f BPDUs are not received on a non-designated port, and Loop
Guard is enabled, that port is moved into the STP loop
iInconsistent blocking state, instead of the
listening/learning/forwarding state.
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Loop Guard Overview

Without LoopGuard Traffic starts looping

in the one direction,
as there are no
blocking ports.

Jun /A

e

/5&

With LoopGuard

&\ Physical layer
unidirectional problem.
=
. C_|
> TX Port on switch C wa_s blocked,
but becomes designated,
> Rx transitions to forwarding state.

Chapter 4

Port on switch C transitions to
loop-inconsistent state,
preventing loop.
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Loop Guard Overview

= When the Loop Guard blocks an inconsistent port, this
message Is logged:

$SPANTREE-2-LOOPGUARD BLOCK: LoopGuard blocking port FastEthernet0/24 o VLANOOSO.

= Once the BPDUs are received again on a port in a loop-
Inconsistent STP state, the port transitions into another STP
state (listening/learning/forwarding).

= After recovery, this message is logged:

$SPANTREE-2-LOOPGUARD UNBLOCK: LoopGuard unblocking port FastEtherneto0/24
VLANOOS50.
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Loop Guard Placement

= The Loop Guard feature is enabled on a per-port basis.

= However, as long as Loop Guard blocks the port on the
STP level, Loop Guard blocks inconsistent ports on a per-
VLAN basis.

= By default, Loop Guard is disabled.

= You can configure Loop Guard globally or on a per-port

basis.

CCCCCCCC
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Loop Guard Placement

= |[f you enable Loop Guard globally, then effectively, it is
enabled on all point-to-point (P2P) links.

Switch(config)# interface Ethernet 0/0
Switch(config-if)# spanning-tree guard loop
! Enables Loop Guard on a per-interface basis

Switch(config)# spanning-tree loopguard default

! Enables Loop Guard globally on all point-to-point links

_Sr;/r;eLink Duplex Mode Used for gzr[l)alflior Loop Guard?
hared  valtowen [l lemor ShredSPOU g g
(EF?ogrfFast) N/A PCs, Servers g)?plzclzz)t[e)cllJ ) X No
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Loop Guard vs Root Guard

= The Root Guard is mutually exclusive with the Loop Guard.

= The Root Guard is used on designated ports, and it does
not allow the port to become non-designated.

= The Loop Guard works on non-designated ports and does
not allow the port to become designated through the
expiration of maximum age.

= The Root Guard cannot be enabled on the same port as the
Loop Guard.

= When the Loop Guard is configured on the port, it disables
the Root Guard configured on the same port.
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Use UDLD

= Unidirectional links can cause spanning-tree topology loops.

= Unidirectional Link Detection (UDLD) enables devices to
detect when a unidirectional link exists and also to shut

down the affected interface.

= UDLD is useful on a fiber port to prevent network issues
resulting in miswiring at the patch panel causing the link to

be in up/up status but the BPDUs are lost.
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UDLD Overview

SW3

=

& =

& o i

Sw3

ﬁ/\-

Functional bi-directional link.

Failure of transmit circutry
on SW2. Link becomes
unidirectional.
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Sw3

FWD

SWi swz2

- FWD
T A

Fwo I

This port was being blocked so far,
but SW1 will unblock it since
no longer receiving BPDUs!

SW3

FWD FWD
yr—
[ GTOEENETY
SWi1 sSw2

All ports in topology are
forwarding and this can result
in a STP loop.
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UDLD Overview

SW3 Sw3

TX malfunction

on SW2 ‘g7

Functional
link

I I
e IIEE* w & EIEE)  swe
m ’

==

/

Port conhgured with UDLD No response to UDLD
sends UDLD frames and if it packet means
receives echos link is unidirectional link.

functional (bi-directional).
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UDLD Overview

= UDLD is a Layer 2 protocol that works with the Layer 1
mechanisms to determine the physical status of a link.

= Both UDLD peers discover each other by exchanging
special frames that are sent to well-known MAC address
01:00:0C:CC:CC:CC

= [n an EtherChannel bundle, UDLD will error-disable only the
physical link that has failed.

= UDLD messages are sent at regular intervals. This timer
can be modified. The default setting varies between
platforms. The typical value is 15 seconds.

= UDLD is a Cisco proprietary protocol that is also defined in
RFC 5171.
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UDLD Operation

After UDLD detects an unidirectional link, it can take two
courses of action, depending on configured mode:
= Normal mode

- When an unidirectional link is detected, the port is allowed to
continue Its operation.

- UDLD just marks the port as having an undetermined state. A
syslog message is generated.

= Aggressive mode

« When an unidirectional link is detected, the switch tries to re-
establish the link.

* It sends one message a second, for 8 seconds. If none of these

messages Is sent back, the port is placed in error-disabled
state.
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UDLD Configuration

= As with other commands, like PortFast, you can enable
UDLD on a per-port basis or globally.

= |t Is supported only at the fiber ports.

Switch(config)# udld {enable | aggressive}

! Enables UDLD globally on all fiber-optic interfaces
Switch(config-if}# udld port [aggressive]

! Enables UDLD on an individual interface

Switch# show udld

! Displays UDLD status of interface

Switch# udld reset

! Resets all interfaces that were shut down by UDLD

= Use the udld reset command to reset all the interfaces that
were shut down by UDLD.
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Comparing Loop Guard W

ith UDLD

Functionality

Loop Guard

UDLD

Action granularity

Per-VLAN

Per-port

Protection against STP failures that are
caused by unidirectional links

Yes, when enabled on all
potentially nondesignated
ports in redundant topology

Yes, when enabled
on all links in
redundant topology

Protection against STP failures thatare  Yes No
caused by problem in software, resulting

in designated switch not sending BPDU

Protection against miswiring No Yes
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UDLD Recommended Prac.tlces

= Typically, it is deployed on any fiber-optic interconnection.

= Use UDLD aggressive mode for best protection.

= Turn on in global configuration to avoid operational errors

and misses.

CCCCCCCC

100




Use FlexLinks (alternatlve to STP)

= FlexLinks are a pair of a Layer 2 interfaces, where one
Interface Is configured to act as a backup to the other.

= FlexLinks provide link-level redundancy that is an
alternative to STP.

= STP Is automatically disabled on FlexLinks interfaces.

C « STP is turned off - one

g link is active, the other
-’ one on standby.

= Failover can be as low
as 50ms.

* [n example switches A
and B are not aware of
FlexLinks.

FastEthernet Dﬁg FastEthernet 0/2

A

FlexLinks
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FIexLlnks Configuration and Verlflcatlon

Switch(config)# interface FastEthernet(/1
Switch(config-if)# switchport backup interface FastEthernet(/2

! Configures an interface with a backup interface

Switch# show interface switchport backup

Switch Backup Interface Pairs:

Active Interface Backup Interface State

FastEthernet0/1 FastEthernet0/2 Active Up/Backup Standby

! Displays all FlexLinks configured on the switch and the state of each active and
backup interface (up or standby mode)
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FlexLinks Guidelines

= You can configure only one FlexLinks backup link for any
active link

= An interface can belong to only one FlexLinks pair.

= Neither of the links can be a port that belongs to an
EtherChannel. However, you can configure two port
channels as FlexLinks.

= A backup link does not have to be the same type (Fast
Ethernet, Gigabit Ethernet, or port channel) as the active
link.

= STP Is disabled on FlexLinks ports
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STP Stability Mechanisms Recommendatlons

Primary Root Bridge

Secondary Root Bridge

DSW1 AE’
4

LoopGuard s§Z ::" -

Chapter 4

‘Ev DSW2
A I

-

Ty, ALY
-
~3

* RootGuard

===- PortFast and BPDU Guard
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STP Stability Mechanisms Recommendatlons

= PortFast: Apply to all end-user ports. To secure PortFast-
enabled ports, always combine PortFast with BPDU Guard.

= Root Guard: Apply to all ports where root is never
expected.

= Loop Guard: Apply to all ports that are or can become non-
designated.

= UDLD: The UDLD protocol enables devices to monitor the
physical configuration of the cables and detect when a
unidirectional link exists.

= Depending on the security requirements of an organization,
the port security feature can be used to restrict the ingress
traffic of a port by limiting the MAC addresses that are
allowed to send traffic into the port.
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Configuring

Multiple Spanning b _— ‘ L

Tree Protocol
(MST)
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I\/Iultlple Spanning Tree Protocol 802.1s

= The main purpose of MST is to reduce the total number of
spanning-tree instances to match the physical topology of

the network and thus reduce the CPU cycles of a switch

= MST Is a concept of mapping one or more VLANS to a

single STP instance.

= The number of single STP instances is reduced to the

number of links that are available.
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VLAN Load Balancing

= Two links and 1000 VLANSs

= The 1000 VLANs map to two MST instances. Rather than
maintaining 1000 spanning trees, each switch needs to
maintain only two spanning trees, reducing the need for
switch resources.

=~

VLAN 501-1000

&
l

VLAN 1-500
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Introducing MST

= MST allows for the building of multiple spanning trees
over trunks by grouping and associating VLANS to
spanning-tree instances.

= Each instance may have a topology that is independent of
other spanning-tree instances.

= This architecture provides multiple forwarding paths for data
traffic and enables load balancing.

= A failure in one forwarding path does not affect other
iInstances with different forwarding paths; hence, this
architecture improves network fault tolerance.

= MST converges faster than PVRST+ and is backward
compatible with 802.1D STP, 802.1w (RSTP), and the Cisco

PVST+ architecture.

CCCCCCCC
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MST

= Benefits

- Load-balancing scheme is still
possible because half the
VLANSs follow one separate
Instance.

- The switch utilization is low
because it has to handle only
two STP instances.

Root
Instance 1

= Drawbacks

» The protocol is more complex
than the usual spanning tree
and therefore requires
additional training of the
operation staff.

* Interaction with legacy bridges
IS sometimes challenging.

Root
Instance 2
D2

=~

Instance 1

~—
]

Instance 2

Chapter 4
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MST Configuration Structure

= MST differs from the other spanning-tree implementations
In combining some but not necessarily all VLANS into
logical spanning-tree instances.

= This difference raises the problem of determining which
VLAN is supposed to be associated with which instance.

= VLAN-to-instance association is communicated by tagging
the BPDUSs so that the receiving device can identify the
Instances and the VLANS to which they apply.

To provide this logical assignment of VLANS to spanning
trees, each switch that is running MST in the network has a
single MST configuration consisting of following three

- An alphanumeric configuration name (region) (32 bytes)
- A configuration revision number (2 bytes)

- A 4096-element table that associates each of the potential
4096 VLANS supported on the chassis with a given instance
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MST Component Size Function
MST Configuration Name - Identifies an MST region. Mus_t
: " : 32 bytes be the same across switches in
identifies an MST region )
the same region.
Configuration Revision Tracks changes in the MST
J 2 bytes configuration. Must be updated

Number

manually.

VLAN-to-Instance Mapping
Table

4096 entries

Maps each VLAN (1-4096) to an
MST instance.

Chapter 4
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MST Regions

= To be part of a common MST region, a group of switches
must share the same configuration attributes.

= |t is the responsibility of the network administrator to
propagate the configuration properly throughout the region.

MST Region A MST Region B

=
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MST Regions

= The exact VLAN-to-instance mapping is not propagated in
the BPDU because the switches need to know only whether
they are in the same region as a neighbor.

= Therefore, only the digest of the VLAN-to-instance mapping
table is sent, along with the revision number and the name.

= The digest is a numeric value derived from the VLAN-to-
Instance mapping table through a mathematical function.

= After a switch receives a BPDU, it extracts the digest and
compares it with its own computed digest.

= |f the digests differ, the mapping must be different, so the
port on which the BPDU was received is at the boundary of
a region.
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= The configuration revision number gives you a method of
tracking changes that are made to the MST region.

= |t does not automatically increase each time that you make
changes to the MST configuration.

= Each time that you make a change, you should increase the
revision number by one.
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STP Instances with MST

= MST supports a number of instances.

= Instance 0 is the Common and Internal Spanning Tree

(CIST) aka MSTIO.

VLAN 11
VLAN 22
VLAN 33
VLAN 44
VLAN 55
VLAN 66

VLAN 11
VLAN 22
VLAN 33

VLAN 44
VLAN 55
VLAN 66
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STP Instances with MST

= All six VLAN instances initially belong to MSTIO. This is the
default behavior.

= Then make the half of VLAN instances (11, 22, and 33)
mapped to MSTI1, and the other half (44, 55, and 66)
mapped to MSTI2.

= |f different root bridges are configured for MSTI1 and
MSTIZ2, their topologies will converge differently.

= By having different Layer 2 topologies between MST
Instances, links are more evenly utilized.
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STP Instances with MST

= Within a topology where multiple variations of STP are
used, Common Spanning Tree (CST) topology considers an
MST region as a single black box.

= CST maintains a loopfree topology with the links that
connect the regions to each other and to switches that are
not running MST

CCCCCCCC
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Extended System ID for I\/IS

= As with PVST, the 12-bit Extended System ID field is used
In MST.

= In MST, this field carries the MST instance number.

- Bridge ID >
Bridge Extended
Priority System D | MAC Address

kil

MST Instance Number Carried in
Extended System ID Area
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MST BPDU header fields

= The following fields are unique to MSTP BPDUs and do
not exist in standard STP or RSTP BPDUs:

Field

MST Configuration Identif.
— Configuration Name

— Revision Number

— Configuration Digest
CIST Root Path Cost
CIST Bridge ID

CIST Remaining Hops
MSTI Count

MSTI Records (per MSTI)

— MSTI Root ID

— MSTI Bridge Priority

— MSTI Port Priority
crapes> MSTI Remaining Hops

Size
(Bytes)
48 bytes
32 bytes

2 bytes
16 bytes
4

8

1

1

(Variable)
8

2
2
1

Description

Defines the MST region details.
Name of the MST region (user-defined).

MST configuration version number (set by admin).
MD5 hash of the VLAN-to-Instance mapping table
Cost to reach the CIST root inside the MST region.
Bridge ID of the CIST root switch in the MST region
TTL (Time To Live) for BPDUs inside MST regions.
Number of MST instances included in the BPDU.

Includes data for each MST instance

Root Bridge ID for this MSTI.
Bridge priority for this MSTI.
Port priority for this MSTI.

Similar to TTL, used inside MST regions. 120



MST BPDU header fields

= The BPDU will look like this:

+--- -—+
| Standard BPDU Header (CIST) |
| — Protocol ID: 0x0000 |
| — Version: 0x03 (MSTP) |
| — BPDU Type: 0x02 |
| — Root Bridge ID: 32768:aaaa.bbbb.cccc |

|

+

| — Root Path Cost: 0
+-— _—
| MST Configuration Identifier |
| — Name: "MST-Region1" |
| — Revision: 1 |
| — MD5 Hash: (Checksum) |
+--- -+
| MSTI 1 Information (VLANs 10-20) |
| — MSTI Root ID: 32768:xxxx.yyyy.zzzz |
| — Bridge Priority: 32768 |
| — Port Priority: 128 |
| — Remaining Hops: 20 |
+--- —t
| MSTI 2 Information (VLANs 30-40) |
I
I
|
|
+

| — MSTI Root ID: 32768:wwww.vvvv.uuuu

| — Bridge Priority: 32768

| — Port Priority: 128

| — Remaining Hops: 20

Faem —
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PVST+ ST
SW1 N — ’SWE SWi1 m— ’ Sw2
\ : I Forwarding ]
: traffic for MST
: instances 1
: and 2
Link |3 Link Link i
forwarding | 3 forwarding '"ﬁ_ Orﬁaliﬂlsrllg
traffic for |3 thic f traffic for traffic for
VLANs |3 tfj'Lsz’ MST instance 2
2and3 , 4and5 instance 1
Configure MST
svis [ 4
Eth0/0 Eth0/2
SWi E’ E’ sw2
-‘} Etho/1 Etho/1
Eth0/3
Etho/2
sws [
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Conflgurlng MST with the‘CCNP Reglon

SWl (config)# spanning-tree mst configuration
SW1l (config-mst)$# name CCNP

SWl (config-mst)$# revision 1

SW2 (config)# spanning-tree mst configuration
SW2 (config-mst)$# name CCNP

SW2 (config-mst)# revision 1

SW3 (config)# spanning-tree mst configuration
SW3 (config-mst)$# name CCNP

SW3 (config-mst)# revision 1
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MST Instance 1 and 2 Cohfiguration

SWl (config)# spanning-tree mst configuration
SWl(config-mst)# instance 1 wvlan 2,3
SWl(config-mst)# instance 2 wvlan 4,5
SWl(config-mst)# end

SW2 (config)# spanning-tree mst configuration
SW2 (config-mst)# instance 1 vlan 2,3

SW2 (config-mst)# instance 2 wvlan 4,5

SW2 (config-mst)# end

SW3 (config)# spanning-tree mst configuration
SW3 (config-mst)# instance 1 wvlan 2,3
SW3 (config-mst)# instance 2 vlan 4,5

SW3 (config-mst)# end

= MST is configured with three instances:
* VLANSs 2 and 3 belong to instance 1

* VLANs 4 and 5 belong to instance 2

= All other VLANS between 1 and 4094, that are not in instances 1 or 2,
belong to instance O.
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SW1l (config)# spanning-tree
SW1 (config)$# spanning-tree

mst

mst

root primary

root secondary

SW2 (config) # spanning-tree
SW2 (config)# spanning-tree

mst

mst

root secondary

root primary

Change STP mode to MST on all three switches as shown in example 4-29.
Example 4-29 Changing the SPT mode to MST
SW1l (config) # spanning-tree mode mst

SW2 (config) # spanning-tree mode mst

SW2 (config)# spanning-tree mode mst

= Changing STP mode to MST before doing the actual VLAN-to-
Instance mappings is not advisable. Every change in the
mapping will result in recalculation of the STP tree.

= A switch cannot run MST and PVST+ at the same time.

Chapter 4
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Verifying MST

Chapter 4

SW2# show spanning-tree summary

Switch is in mst mode (IEEE Standard)

<... output omitted ...:>

Name Blocking Listening Learning Forwarding STP RActive
MSTO 0 0 0 24 24

MST1 0 0 0 4 4

MSTZ2 0 0 0 4 4

31 msts 0 0 0 32 32

SW3 (config)# spanning-tree mst configuration
SW3 (config-mst)# show current

Current MST configuration

Name [CCNE]

Revision 1 Instances configured 3

Instance Vlans mapped

0 1,6-4094
1 2=3
2 4-5
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Verifying MST Digest

SW1# show spanning-tree mst configuration digest

Name [CCNP]
Revision 1 Instances configured 3
Digest 0x47CACICEBT72FFDE9640045F4CCEBTBCEZ

Pre-std Digest Ox6E07725683888804D959F3D3BE25CAL94

SW2# show spanning-tree mst configuration digest

Name [CCNP]
Revision 1 Instances configured 3
Digest 0x47CACICER72FFDE89640045F4CCRBTBCEZ

Pre-std Digest O0Ox6E07725683888804D99F3D3BE25CALR94

SW3# show spanning-tree mst configuration digest

Name |CCNE |
Revision 1 Instances configured 3
Digest 0x47CACICE8T72FFDES640049F4CCETECEZ

Pre-std Digest 0x6E07725683888804D99F3D3BE25CAL94

Chapter 4
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Verifying MST Instances M

MSTI1 (VLANS 2, 3)

P2 B %

appings

MSTI2 (VLANS 4, 5)

SWi1 sSw2 SwWi1 sw2
ROOT P =g = =gy f
BRIDGE — e BRIDGE
] Root Y - ]
Desg Desg Desg Desg
SW3# show spanning-tree mst 1
Root Altn
HH##4 MST1 vlans mapped: 2-32 5
<... output omitted ..> SW3
Et0/2 Altn BLEK 2000000 128.3 Shr
Et0/3 Root FWD 2000000 128 .4 Shr
<... output omitted ..=
SW3# show spanning-tree mst 2
H#### MST2 vlans mapped: 4-5
<... output omitted ..=
Et0/2 Root FWD 2000000 128.3 Shr
Et0/3 Altn BLE 2000000 128 .4 Shr
<... output omitted ..=
Chapter 4
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Configuring MST Path Cos

= Path cost functions the same as with other STPs, except
with MST port costs are configured per instance.

<... output omitted ..s
Interface Role
Et0/2 Altn
EL0/3 Root
Etl/0 Desg
Etl/1 Desg

BLK

Switch(config)# interface Ethernet 0/2

1000000
2000000
2000000
2000000

! Verify MST path cost configuration

Prio.Nbr

128.
128.
128.
128.

! Sets the MST cost of the interface teo 1000000
SW3# show spanning-tree mst

Switch(config-if)# epanning-tree mst 1 cost 1000000

Shr
Shr
Shr
Shr
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Configuring MST Port Prib'rity

= Port priority functions the same as with other STPs, except
with MST port priorities are configured per instance.

Switch(config)# interface Ethernet 0/2
Switch{config-if}# spanning-tree mst 1 port-priority 32
! Sets the MST port priority for given MST interface

SW3# show spanning-tree mst

<... output omitted ..=

Interface Role Sts Cost Prio.Nbr Type
Et0/2 Altn BLE 1000000 32.3 Shr
Et0/2 Root FWwD 2000000 128.4 Shr
Et1/0 Desg FwD 2000000 128.5 Shr
Et1/1 Desg FWD 2000000 128.6 Shr

! Verify port ID settings that are sent
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Ensure that all switch-to-switch links on which a rapid
transition is desired are full duplex.

Edge ports are defined through the PortFast feature.

Carefully decide how many instances are needed in the
switched network, and keep in mind that an instance
translates to a logical topology.

Decide what VLANSs to map onto those instances, and
carefully select a root and a backup root for each instance.

Choose a configuration name and a revision number that
will be common to all switches in the network.

Cisco recommends that you place as many switches as
possible into a single region; It Is not advantageous to segment
a network into separate regions.
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MST Protocol Migration

= Avoid mapping any VLANS onto instance O.

= Migrate the core first. Change the STP type to MST and
work your way down to the access switches.

= The configuration of the features such as the PortFast,
BPDU Guard, BPDUF Filter, Root Guard, and Loop Guard
are also applicable in MST mode.

= |f you have already enabled these features in the PVST+
mode, it remains active after the migration to MST mode.
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Chapter 4 Summary

= Spanning Tree Protocol (STP) overview, its operations, and
history

= Implement Rapid Spanning Tree Protocol (RSTP)

= Describe how and where to configure the following features:
PortFast, UplinkFast, BackboneFast, BPDU Guard, BPDU
Filter, Root Guard, Loop Guard, Unidirectional Link
Detection, and FlexLinks

= Configure Multiple Spanning Tree (MST)
= Troubleshooting STP
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Chapter 4 Labs

= CCNPv7.1 SWITCH Lab4.1 STP
= CCNPv7.1 SWITCH Lab4.2 MST
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Cisco | Networking Academy”
Mind Wide Open”

CCCCCCCC

135



Acknowledgment

«  Some of the images and texts are from Implementing Cisco IP Switched
Networks (SWITCH) Foundation Learning Guide: (CCNP SWITCH 300-115) by
Richard Froom and Erum Frahim (1587206641)

* Copyright © 2015 — 2016 Cisco Systems, Inc.
« Special Thanks to Bruno Silva

Chapter 4
136



	Slide 1: Chapter 4:  Spanning Tree in Depth
	Slide 2: Chapter 4 Objectives
	Slide 3: Spanning Tree Protocol (STP) Overview
	Slide 4: Spanning Tree Protocol Overview
	Slide 5: STP Need
	Slide 6: Redundant Topology Problems
	Slide 7: Solution 
	Slide 8: Solution 
	Slide 9: STP Standards
	Slide 10: STP Operations
	Slide 11: STP Port Roles
	Slide 12: STP Operations
	Slide 13: Bridge Protocol Data Units
	Slide 14: The BPDU Frame
	Slide 15: Root Bridge Election
	Slide 16: Root Bridge Election
	Slide 17: Root Port Election
	Slide 18: STP Operations
	Slide 19: STP Operations
	Slide 20: STP Operations
	Slide 21: Root Port Election
	Slide 22: Designated Port Election
	Slide 23: STP Process
	Slide 24: STP Port States
	Slide 25: STP Port States
	Slide 26: STP Port States
	Slide 27: STP Port States
	Slide 28: Per-VLAN STP Plus (PVST+)
	Slide 29: Per-VLAN STP Plus (PVST+)
	Slide 30: Per-VLAN STP Plus (PVST+)
	Slide 31: STP Topology Changes
	Slide 32
	Slide 33: Rapid Spanning Tree Protocol
	Slide 34: Changing the STP Mode to RSTP
	Slide 35: RSTP Overview
	Slide 36: RSTP Faster Convergence 
	Slide 37: RSTP Port Roles
	Slide 38: RSTP Port Roles
	Slide 39: RSTP Port Roles
	Slide 40: RSTP Port Roles
	Slide 41: Automatic Detection of Topology Changes 
	Slide 42: Proposal/Agreement Mechanism for Faster Convergence 
	Slide 43: Comparison of RSTP and STP Port States
	Slide 44: RSTP Ports States
	Slide 45: RSTP Topology Changes
	Slide 46: RSTP Topology Changes
	Slide 47: Configuring and Modifying STP Behavior
	Slide 48: Configuring and Modifying STP Behavior (Changing STP Priority of SW2 to lowest)
	Slide 49: Changing STP Priority - recommended
	Slide 50: Changing STP Priority
	Slide 51: STP Path Manipulation
	Slide 52: STP Path Manipulation
	Slide 53: STP Path Manipulation
	Slide 54: STP Path Manipulation
	Slide 55: STP Path Manipulation
	Slide 56: STP Path Manipulation
	Slide 57: STP Path Manipulation
	Slide 58: STP Timers
	Slide 59: STP Timers
	Slide 60: STP Timers
	Slide 61: STP Timers
	Slide 62: STP Timers
	Slide 63: STP Timers
	Slide 64: STP Timers
	Slide 65: STP Timers optimalization
	Slide 66
	Slide 67: Cisco Spanning Tree Protocol Toolkit
	Slide 68: Cisco Spanning Tree Protocol Toolkit
	Slide 69: Use UplinkFast
	Slide 70: Use UplinkFast
	Slide 71: Use BackboneFast
	Slide 72: Use BackboneFast
	Slide 73: Use BackboneFast
	Slide 74: Use BackboneFast
	Slide 75: Use BackboneFast
	Slide 76: Use PortFast
	Slide 77: Use PortFast
	Slide 78: PortFast Configuration for a Trunk
	Slide 79: Securing PortFast Interface with BPDU Guard
	Slide 80: Securing PortFast Interface with BPDU Guard
	Slide 81: Disabling STP with BPDU Filter
	Slide 82: Disabling STP with BPDU Filter
	Slide 83: Disabling STP with BPDU Filter
	Slide 84: Use Root Guard
	Slide 85: Use Root Guard
	Slide 86: Configuring and Verifying Root Guard
	Slide 87: Loop Guard Overview
	Slide 88: Loop Guard Overview
	Slide 89: Loop Guard Overview
	Slide 90: Loop Guard Placement
	Slide 91: Loop Guard Placement
	Slide 92: Loop Guard vs Root Guard
	Slide 93: Use UDLD
	Slide 94: UDLD Overview
	Slide 95: UDLD Overview
	Slide 96: UDLD Overview
	Slide 97: UDLD Operation
	Slide 98: UDLD Configuration
	Slide 99: Comparing Loop Guard with UDLD
	Slide 100: UDLD Recommended Practices
	Slide 101: Use FlexLinks (alternative to STP)
	Slide 102: FlexLinks Configuration and Verification 
	Slide 103: FlexLinks Guidelines
	Slide 104: STP Stability Mechanisms Recommendations
	Slide 105: STP Stability Mechanisms Recommendations
	Slide 106: Configuring Multiple Spanning Tree Protocol (MST)
	Slide 107: Multiple Spanning Tree Protocol 802.1s
	Slide 108: VLAN Load Balancing
	Slide 109: Introducing MST
	Slide 110: MST 
	Slide 111: MST Configuration Structure 
	Slide 112: MST Configuration Structure
	Slide 113: MST Regions
	Slide 114: MST Regions
	Slide 115: MST Configuration Revision
	Slide 116: STP Instances with MST
	Slide 117: STP Instances with MST
	Slide 118: STP Instances with MST
	Slide 119: Extended System ID for MST
	Slide 120: MST BPDU header fields
	Slide 121: MST BPDU header fields
	Slide 122: Configuring and Verifying MST
	Slide 123: Configuring MST with the CCNP Region
	Slide 124: MST Instance 1 and 2 Configuration
	Slide 125: SPT Root Bridge Configuration
	Slide 126: Verifying MST
	Slide 127: Verifying MST Digest
	Slide 128: Verifying MST Instances Mappings
	Slide 129: Configuring MST Path Cost
	Slide 130: Configuring MST Port Priority
	Slide 131: MST Protocol Migration
	Slide 132: MST Protocol Migration
	Slide 133: Chapter 4 Summary
	Slide 134: Chapter 4 Labs
	Slide 135
	Slide 136: Acknowledgment 

