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Chapter 6 Objectives

= Overview of the First-Hop Redundancy protocol (FHRP)

concept mechanism
= Configure and verify HSRP
= Configure and verify VRRP

= Configure and verify GLBP
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Overview of FHRP and HS

= The need for first-hop redundancy protocols

= HSRP overview

= HSRP state transitions

= Aligning HSRP with STP topology

= Configuring and tuning HSRP

= Load sharing with HSRP

= Options HSRP has for tracking

= Configuring HSRP interface tracking

= Configuring object tracking in combination with HSRP
= Configuring HSRP authentication

= Tuning HSRP timers

= The differences between HSRP Versions 1 and 2
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The Need for First-Hop Rﬁe“dundahcy (FHR)

Router B
10.1.10.3
0014.aB855.1788 g L8| 0014.a866.2808

| cannot reach
my default
gateway.

= Network hosts are
configured with a single
default gateway IP
address

= |f the router whose IP

address serves as the
default gateway to the
network host fails, a
network host will be
unable to send packets to
another subnet



The Need for First-Hop Redundancy

= With first-hop router redundancy, a set of routers or Layer 3
switches work together to present the illusion of a single
virtual router to the hosts on the LAN.

= By sharing an IP address and a MAC (Layer 2) address,
two or more routers can act as a single “virtual” router
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Hot Standby Routing Protoc'ol _ HSRP Overview

= When frames are to be sent from the workstation to the default
gateway, the workstation uses ARP to resolve the MAC address
that is associated with the IP address of the default gateway.

The ARP resolution will return the MAC address of the virtual
router.

Frames that are sent to the MAC address of the virtual router can
then be physically processed by an active router that is part of
that virtual router group.

The physical router that forwards this traffic is transparent to the
network hosts.

The redundancy protocol provides the mechanism for
determining which router should take the active role in forwarding
traffic and determining when that role must be taken over by a
standby router.
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SRP Overview

Now | am 10.1.10.1
0000.0c07.ac01

Forwarding
Router

10.1.10.3
0014.dada.ffff

Standby router
becomes the
forwarding router.

When the forwarding router
or a link to it fails

= The standby router stops

seeing hello messages
from the forwarding
router.

The standby router
assumes the role of the
forwarding router.

As the new forwarding
router assumes both the
IP and MAC addresses of
the virtual router, the end
stations see no disruption
In service.




SRP Overview

= HSRP active and standby routers send hello messages to
multicast address 224.0.0.2 (all routers) for Version 1, or
224.0.0.102 for Version 2, using User Datagram Protocol
(UDP) port 1985.

= Hello messages are used to communicate between routers
In the HSRP group.

= All the routers in the HSRP group need to be L2 adjacent so
that hello packets can be exchanged.
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SRP Router Roles

All the routers in an HSRP group have specific roles and
Interact in specific manners:
m Virtual router

« An IP and MAC address pair that end devices have configured as
their default gateway.

» The active router processes all packets and frames sent to the virtual
router address.

* The virtual router processes no physical frames.
* There is one virtual router in an HSRP group.
m Active router

- Within an HSRP group, one router is elected to be the active router.

« The active router physically forwards packets sent to the MAC
address of the virtual router.

* There is one active router in an HSRP group.
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SRP Router Roles

m Standby router

- Listens for periodic hello messages. When the active router fails, the
other HSRP routers stop seeing hello messages from the active
router.

+ The standby router then assumes the role of the active router.
* There is one standby router in an HSRP group.

m Other routers

- There can be more than two routers in an HSRP group, but only one
active and one standby router is possible.

- The other routers remain in the listen state, and if both the active and
standby routers fail, all routers in the group contend for the active and
standby router roles.

Chapter 6
11




SRP Active Router Operatlon

= Router A assumes the active role and forwards all frames
addressed to the assigned HSRP MAC address of
0000.0cO7.acxx, where:

* The first 24 bits will be

default CISCO address Router A 10.1.10.2 =
) Vicr,tu:::ﬁc:utéﬁ 0.1.10.1 Core -I 1§g,€1",50
(i.,e. 0000.0c) =
. ry
 next 16 bits are HSRP ID o~
. Virtual Router
(i.e. 07.ac) pote Rt 7 | \' oty
» next 8 bits (xx) will be o0000c07.acta | | JEANM 21~ L
) . ) 2. Use MAC \. \ /
the group identifier in adoress
hexadecimal

Default Gateway
10.1.10.1
0000.0cO07.ac0a

1. What is the
MAC address to
reach 10.1.1017
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SRP State Transition

State  Definition

Initial ~ The beginning state. The initial state indicates that HSRP does not run. This state is
entered via a configuration change or when an interface first comes up.

Listen  The router knows the virtual IP address, but the router is neither the active router
nor the standby router. It listens for hello messages from those routers.

Speak  The router sends periodic hello messages and actively participates in the election of
the active or standby router. A router cannot enter speak state unless the router has
the virtual IP address.

Standby The router is a candidate to become the next active router and sends periodic hello
messages. With the exclusion of transient conditions, there is, at most, one router
in the group in standby state.

Active  The router currently forwards packets that are sent to the group virtual MAC

address. The router sends periodic hello messages. With the exclusion of transient
conditions, there must be, at the most, one router in the active state in the group.
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SRP State Transition

HSRP Standby Group 1

rF rF
Hc;)u?erlﬁ. Y Y Hc:_:uterB
riority par 9. W Priority
100 Rl ARl 100

Initial
Y
Listen
Router A does not hear  J -
any higher priority than Speak Initial
itself, so promotes itself ——
to standby. \4 v
Standby Listen
Router A does not hear an ——» v 7 -«+——— Houter B hears that router A
active router, so promotes Active Speak is already active, and that
itself to active. there is no other router
L ] assuming the standby status,
Standby so promotes itself to standby.
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SRP State Transition

= When two routers participate in an election process, a
priority can be configured to determine which router should
become active.

= Without specific priority configuration, each router has a
default priority of 100, and the router with the highest IP
address is elected as the active router.

= Regardless of other router priorities or IP addresses, an
active router will stay active by default.

= A new election will occur only if the active router is
removed.

= When the standby router is removed, a new election is
made to replace the standby router.

= This behavior can change with the preempt option.
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Iigning SRP with STP Topology

A
! AN
-/ X — -_/

VLAN 10  VLAN20

= |t is a good practice to configure the same Layer 3 switch to be
both the spanning-tree root and the HSRP active router for a

single VLAN.

= This approach ensures that the Layer 2 forwarding path leads
directly to the Layer 3 device that is the HSRP active gateway,
thus achieving maximum efficiency.

Root HSHP ¥... HSRHP
Bridge Standby N Active
A ____* ____} ____* '
SWH — = = @~ Bl
AN T
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Configuring and Tuning '.
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Configuring and Tuning HSRP
Step 1. Configure R1's Ethernet 0/1 (LAN-facing interface) with

192.168.1.3/24 IP address and HSRP standby IP of 192.168.1.1.

The IP of 192.168.1.1 is HSRP’s virtual IP address that is also
configured as the default gateway IP address on PC 1 and PC 2:

= R1(config)# interface ethernet 0/1
= R1(config-if)# ip address 192.168.1.3 255.255.255.0
= Rl1(config-if)# standby 1 ip 192.168.1.1

Step 2. Configure R2’s Ethernet 0/1 (LAN-facing interface) with
192.168.1.2/24 IP address and HSRP standby IP of 192.168.1.1.

Both R1 and R2 must have the same HSRP virtual IP address
configured:

= R2(config)# interface ethernet 0/1
= R2(config-if)# ip address 192.168.1.2 255.255.255.0
= R2(config-if)# standby 1 ip 192.168.1.1

Chapter 6
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Verify the ARP table

Step 3. On R1, verify the ARP table:
= R1# show ip arp

Protoco

Internet
Internet
Internet
Internet

Internet

Chapter 6

Address

192
192
192
192
192

.168.1]
.1686.1]
.1686.1]
.168.

.166.

[

o]

k3

Lad

o]

nge

(min)

50

51

Hardware addr

0000
aabb
aabb
aabb

aabb

. 0Cco7T.
.CCO01.
.CCcO01.
.CC01.

I.:I:EI;I

acol
balo
bbl0
baoo
bcoo

Type
ARPL
AEFPRA
AEPRA
AEFR
AEPRA

Interface

Etherneto/1
Etherneto/1
Etherneto/1
Etherneto/0
Etherneto/0
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A
................. Server
2. Use MAC address 0000.0c07.ac01.| .- 192.168.4.22

N
\ HSRP Group 1
@ @ Standby Router
&= "
1. What is the MAC address
to reach 192.168.2.447
e

PC2
=

Active Router
192.168.1.1
0000.0c07.ac01

Virtual Router R2
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Make R2 the Active Routei"

Configure R2’'s HSRP group 1 with priority of 110:
= R2(config)# interface ethernet 0/1
= R2(config-if)# standby 1 priority 110

Configure R1’s and R2’s Ethernet 0/1 HSRP group 1
Interfaces with preemption:

= R1(config)# interface ethernet 0/1
R1(config-if)# standby 1 preempt
R2(config)# interface ethernet 0/1
R2(config-if)# standby 1 preempt
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Make R2 the Active Route

= R2# show standby brief

P indicates configured to preempt.

Interface Grp Pri P State nctive Standby
Eto/1 1 110 P Active local 192.168.1.3
y 7/
Server
192.168.4.22
|

R2
HSRP active

R1
HSRP standby

Chapter 6
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192.168.1.1
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R1
HSRP standby
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Load Sharing with HSRP

Switch1 Swﬂchz

. yF

HSRP Group 10: active IRy~ piink VLAN 10 Uplink V N 20

HSRP Group 20: standby _._ ._....
Root VLAN 10 ey g¥

/

sl HSRP Group 20 active
HSRP Group 10 standby
Root VLAN 20

VLAN 10 LAN 20
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Multigroup HSRP (MHSRP)

Configuration on Switchl:

Chapter 6

Switch2
P P
HSRP HSRP
Group 10 Group 20

Switchl (config)# spanning-tree vlan 10 root primary
Switchl (config)# spanning-tree vlan 20 root secondary
Switchl (config)# interface wvlan 10

Switchl (config-if)# ip address 10.1.10.2 255.255.255.0
Switchl (config-if)# standby 10 ip 10.1.10.1

Switchl (config-if)# standby 10 priority 110

Switchl (config-if)# standby 10 preempt

Switchl (config-if)# exit

Switchl (config)# interface wvlan 20

Switchl(config-if)# ip address 10.1.20.2 255.255.255.0
Switchl (config-if)# standby 20 ip 10.1.20.1

Switchl (config-if)# standby 20 priority 90

Switchl (config-if)# standby 20 preempt
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Multigroup HSRP (MHSRP)

Configuration on Switch2:

Chapter 6

HSRP HSRP
Group 10 Group 20

SwitchZ (config)# spanning-tree vlan 10 root secondary
SwitchZ (config)# spanning-tree vlan 20 root primary
SwitchZ (config)# interface wvlan 10

Switch2 (config-if)# ip address 10.1.10.3 255.255.255.0
SwitchZ (config-if)# standby 10 ip 10.1.10.1

Switch2 (config-if)# standby 10 priority 90

Switch2 (config-if)# standby 10 preempt

Switch2 (config-if)# exit

SwitchZ (config)# interface wvlan 20

SwitchZ (config-if)# ip address 10.1.20.3 255.255.255.0
SwitchZ (config-if)# standby 20 ip 10.1.20.1

SwitchZ (config-if)# standby 20 priority 110

Switch2 (config-if)# standby 20 preempt
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The Need for Interface Trackln with HSRP

= HSRP can track interfaces or objects and decrement priority if
an interface or object fails.

= Interface tracking enables the priority of a standby group router to
be automatically adjusted, based on the availability of the router
Interfaces.

= When a tracked interface becomes unavailable, the HSRP
priority of the router is decreased.

= When properly configured, the HSRP tracking feature ensures
that a router with an unavailable key interface will relinquish the
active router role.

= When the conditions that are defined by the object are fulfilled,
the router priority remains the same.

= As soon as the verification that is defined by the object fails, the
router priority is decremented.

= The amount of decrease can be configured.
= The default value is 10.

Chapter 6
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standby active i standby active
Priority Priority F’rmntyr R1 Priority
100 110 100 110

= HSRP has a built-in mechanism for detecting link failures
and starting the HSRP reelection process.
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active

: standb
: F'rhtmtyr ‘ =) R1 Priority
i .
I — a4
Interface tracking ; ]
enabled - let's ! A—
‘W PC1 | decrease priority | | ' IPCﬂ
' / by 20 because ; | -
: interface failed! | | —
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SRP Tracking Configuratio

= R2(config)# interface ethernet 0/1

= R2(config-if)# ip address 192.168.10.2

= R2(config-if)# standby 10 ip 192.168.10.1

= R2(config-if)# standby 10 priority 110

= R2(config-if)# standby 10 preempt

= R2(config-if)# standby 10 track ethernetl/1 20

Chapter 6
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SRP Tracking Conflguratlon Arguments

Variable

Description

group-number

(Optional) Indicates the group number on the interface to which the
tracking applies. The default number is 0.

rype Indicates the interface type (combined with the interface number) that
will be tracked.

number Indicates the interface number (combined with the interface tvpe) that
will be tracked.

inrerface-prioriry  (Optional) Indicates the amount by which the hot standby priority for

the router 15 decremented when the interface becomes disabled. The

priority of the router is incremented by this amount when the interface
becomes available. The default value is 10.

Chapter 6
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SRP and Object Trackin

R3

=
=

standby active : standby
Priority \ R1 Priority | Priority \gg R1
100

110 100

Chapter 6

Traffic gets dropped.
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Priority
110
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standby
Priority
100

Chapter 6

active
Priority
Ho-
90

On R2, IP reachability
tracking enabled - let's
decrease priority by
20 because IP is not
reachable!

.

active @
Priority
100 ~

8%

4

standby
H1 R2

Priority
20

.

—
-
O
—

|
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SRP and ODbject Tracklng Conflguratlon

First, define an IP SLA ICMP echo test:

= R2(config)# ip sla 10

= R2(config-ip-sla)# icmp-echo 192.168.3.2
= R2(config-ip-sla-echo)# frequency 5

= R2(config-ip-sla-echo)# ip sla schedule 10 life forever
start-time now

Then create an object and track the IP SLA instance:

= R2(config)# track 100 ip sla 10

Then configure HSRP to track an object and decrement
priority if the test fails:

= R2(config)# interface ethernet 0/1

= R2(config-if)# standby 1 track 100 decrement 20

Chapter 6
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Tracked objects

= Tracked objects are defined in global configuration with the
keyword track , followed by an object number.

= Although IP SLA is just one of the options that can be
tracked, as shown in the following syntax, you can track up
to 500 objects:

= Switch(congi)# track 1 ?
 interface Select an interface to track
« ip IP protocol

* list Group objects in a list

36



Tracked objects

= Tracked objects offer a vast group of possibilities.
= A few options that are commonly available include the following:

m An interface

« This performs a similar function like the HSRP interface tracking
mechanism, but with advanced features. This tracking object can not only
verify the interface status (line protocol) but also whether IP routing is
enabled, whether an IP address is configured on the interface, and
whether the interface state is up, before reporting to the tracking client
that the interface is up.

m IP route

« A tracked IP-route object is considered up and reachable when a routing
table entry exists for the route and the route is accessible. To provide a
common interface to tracking clients, route metric values are normalized
to the range of O to 255, where 0 is connected and 255 is inaccessible.
You can track route reachability, or even metric values, to determine
best-path values to the target network.
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Tracked objects (Continué).

m IP SLA

 This special case allows you to track advanced parameters such as IP
reachability, delay, or jitter.

m A list of objects

* You can track several objects and interrelate their results to determine
whether one or several of them should trigger the “success” or “fail”
condition.

Chapter 6
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Conflgurlng HSRP Authentlcatlon

= HSRP provides the following two types of authentication:
 Plain text

+ Message digest 5 (MD5) algorithm

To configure plain-text authentication, use the following
Interface configuration command on HSRP peers:

= Switch(config-if)# standby group authentication string

To configure MD5 authentication, use the following interface
configuration command on HSRP peers:

= Switch(config-if)# standby group authentication md5 key-
string [ @ | 7 ] string

Chapter 6
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Conflgurlng HSRP Authentlcatlon

= To configure MD5 authentication using key chains, use the
following command sequence:

= Switch(config)# key chain chain-name

= Switch(config-keychain)# key key-number

= Switch(config-keychain-key)# key-string [ @ | 7 ] string

= Switch(config-keychain-key)# exit

= Switch(config)# interface 1interface-slot/number

= Switch(config-if)# standby group authentication md5 key-
chain chain-name

Chapter 6
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Tuning HSRP Timers

= By default, the HSRP hello time is 3 seconds, and the hold
time 1s 10 seconds, which means that the failover time
could be as much as 10 seconds for clients to start
communicating with the new default gateway.

= |n some cases, this interval may be excessive for
application support.

= The hello-time and the hold-time parameters are
configurable.

= To configure the time between the hello messages and the
time before other group routers declare the active or
standby router to be non-functioning, enter this command In
the interface configuration mode:

= Switch(config-if)# standby [ group-number ] timers |
msec | hellotime [ msec | holdtime
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Preemption Delay

= Preemption is an important feature of HSRP that allows the
primary router to resume the active role when it comes back
online after a failure or a maintenance event.

= Preemption is a desired behavior as it forces a predictable
routing path for the VLAN traffic during normal operations.

= |t also ensures that the Layer 3 forwarding path for a VLAN
parallels the Layer 2 STP forwarding path whenever possible.

= When a preempting device is rebooted, HSRP preemption
communication should not begin until the distribution switch has
established full connectivity to the rest of the network.

= This situation allows the routing protocol convergence to occur
more quickly, after the preferred router is in an active state.

= To accomplish this, measure the system boot time and set the
HSRP preemption delay to a value that is about 50 percent
greater than device’s boot time

Chapter 6
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Conflgurlng HSRP Preemptlon Delay Timers

switch(config)# interface wvlan 10

switch({config-if)# ip address 10.1.1.2 255.255.255.0
switch({config-if)# standby 10 ip 10.1.1.1
switch(config-if)# standby 10 priority 110
switch({config-if)# standby 10 preempt
switch(config-if)# standby 10 timers msec 200 msec 750
switch(config-if)# standby 10 preempt delay minimum 225

b | B

= For example, if the boot time for the distribution device Is
150 seconds, the preempt delay should be set to 225
seconds

Chapter 6
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SRP Versions

There are two HSRP versions available on most Cisco
routers and Layer 3 switches:

- HSRPv1 and HSRPV2.
= Version 1 is a default version on Cisco I0S devices.

= HSRPv2 allows group numbers up to 4095, thus allowing
you to use VLAN number as the group number.

= HSRP Version 2 must be enabled on an interface before
HSRP IPv6 can be configured.

= HSRP Version 2 will not interoperate with HSRP Version 1.

= All devices in an HSRP group must have the same version

configured; otherwise, the hello messages are not
understood.
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SRP Versions

= An interface cannot operate both Version 1 and Version 2
because they are mutually exclusive.

= The MAC address of the virtual router and the multicast
address for the hello messages are different with Version 2.

= HSRPVZ2 uses the new IP multicast address 224.0.0.102 to
send the hello packets instead of the multicast address of
224.0.0.2, which is used by Version 1.

= To enable HSRP Version 2, enable the following
configuration:

= Switch(config-if) standby hsrp-number version 2

eeeeeeee
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Configuring Layer 3
Redundancy with

Virtual Router
Redundancy
Protocol (VRRP)
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Conflgurlng Layer 3 Redundancy Wlth VRRP

Upon completing this section, you will be able to do the
following:

= Describe the idea behind VRRP

= Configure and verify VRRP

= Describe the differences between HSRP and VRRP
= Describe tracking options with VRRP

= Configure VRRP interface object tracking

eeeeeeee
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About VRRP

* VRRP is an open standard alternative to HSRP.

* VRRP is similar to HSRP, both in operation and
configuration.

= The VRRP master Is analogous to the HSRP active

gateway, and the VRRP backup is analogous to the HSRP
standby gateway.

= A VRRP group has one master device and one or multiple
backup devices.

= A device with the highest priority is the elected master.
Priority can be a number between 0 and 255.

* Priority value 0 has a special meaning; it indicates that the current
master has stopped participating in VRRP.

 This setting is used to trigger backup devices to quickly transition to
master without having to wait for the current master to time out.

Chapter 6
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About VRRP

= VRRP differs from HSRP in that it allows you to use an address
of one of the physical VRRP group members as a virtual IP
address.

* In this case, the device with the used physical address is a VRRP master
whenever it is available.

= The master is the only device that sends advertisements
(analogous to HSRP hellos).

= Advertisements are sent to the 224.0.0.18 multicast address,
protocol number 112.

= The default advertisement interval is 1 second. The default hold
time Is 3 seconds.

= HSRP, in comparison, has the default hello timer set to 3
seconds and the hold timer to 10 seconds.

= Like with HSRP, load sharing is also available with VRRP.
Multiple virtual router groups can be configured

= Contrary to HSRP, preemption is enabled by default with VRRP.

Chapter 6
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About VRRP

Router A Router B Router C
Virtual Router Virtual Router Virtual Router
Master Backup Backup
L L L
L LV LW
- - - - e -
N Fan" P
10.0.0.1 10.0.0.2 10.0.0.3
Priority = 255 Priority = 200 Priority = 100

Virtual Router Group
IP Address = 10.0.0.254

1
04949

A
Client 1
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SRP and VRRP Differences

= e

HSRP

VRRP

Cisco proprietary.

Industry standard.

1 active, 1 standby, several candidates.

1 master, several backups.

Virtual IP is different from real IP addresses.

Virtual IP address can be the same as the real
IP address of one of the group members.

Uses 224.0.0.2.

Uses 224.0.0.18.

Can track interfaces or objects.

Can track only objects.

Default timers: hello 3 sec; hold time 10 sec.

Default timers: hello 1 sec; hold time 3 sec.

Authentication supported.

Authentication no longer in RFC, but still sup-
ported in Cisco IOS.
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Conflgurlng VRRP and Spottlng the leferences

from HSRP

Eth0/2
Eth0/1

\Etnwo

S S

" -
/ Etho/1 Etho/1 \

R3
Eth0/0

Eth0/0

Configure VRRP Configure VRRP
Etho/2 Eth0/2
gl Eth0/1 Eth0/1 e
ASW1 ’ -’ASW2
Eth0/0 Eth0/0

/

A A
= -
H’ y—
y 7

[ —
A—)
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IP Addressmg for the VRRPConflguratlon

192.168.4.1/24
EthOfE

Server

EthOfO Eth{MIr 1

192.168.4.22

192.168.2.2/24 19216832!24
Eth0/0 FHF{Fl Virtual IP: Eth0/0
192.168.2. 1!24 192.168.3.1!24

EthO/1 ‘

192.168.1.3/24

192 168.1.1

-
-
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............

FI2

. *‘ Eth0/1

192.168.1.2/24
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asw1 Y Asw2
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F_____ 4
192.168.1.100
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Step 1. Configure R1’s Ethernet 0/1 with IP address
192.168.1.3 and VRRP virtual IP address 192.168.1.1:
R1(config)# interface ethernet 0/1
R1(config-if)# ip address 192.168.1.3 255.255.255.0
R1(config-if)# vrrp 1 ip 192.168.1.1

Configure R2’s Ethernet 0/1 with IP address of 192.168.1.2
and VRRP virtual IP address of 192.168.1.1.:

R2(config)# interface ethernet 0/1
R2(config-if)# ip address 192.168.1.2 255.255.255.0
R2(config-if)# vrrp 1 ip 192.168.1.1

Step 2. Configure R2’s Ethernet 0/1 with VRRP priority of
110:

R2(config-if)# vrrp 1 priority 110

eeeeeeee
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Verify the VRRP Status

Rl# show vrrp

Ethernet0,/1 - Group 1

State is Backup

Virtual IP address is 19%2.168.1.1

Virtual MAC address is 0000.5e00.0101

Advertisement interval is 1.000 sec

Preemption enabled

Priority is 100

Master Router is 152.188.1.2,
Master Advertisement interval

Master Down 1interval 1is 2.609

priority is 110

iz 1.000 =sec

sec (expires in 3.049 sec)

E2# show vrrp brief

Interface

Et0/1

Grp Pri Time

110 3570

Dre State Master addr

Y Master 192.168.1.2
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VRRP and Authentication

Configure MD5 authentication for VRRP on R1’s Ethernet 0/1
Interface:

= R1(config)# interface ethernet 0/1

= R1(config-if)# vrrp 1 authentication md5 key-string MyVRRP

= %VRRP-4-BADAUTHTYPE: Bad authentication from 192.168.1.2, group
1, type 0, expected 254.

Configure MD5 authentication for VRRP on R2’s Ethernet 0/1
Interface:

= R2(config)# interface ethernet 0/1

= R2(config-if)# vrrp 1 authentication md5 key-string MyVRRP

R1’s CLI:
= %VRRP-6-STATECHANGE: EtO/1 Grp 1 state Master -> Backup
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Tracking and VRRP

* VRRP does not have a native interface tracking
mechanism, but it does have the ability to track objects.

Track this interface and if it fails,
decrease R2’s VRRP priority so R1
can take over. This will prevent the
traffic from taking a suboptimal path.

g ==

EthQ/0 Eth0/0
R1 S S5 R2
sackup G -
Priority 100 Eth0/1 Eth0/1 Priority 110
a? =
] 1

A R
(] (-~

I
I

‘l
I
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Tracking and VRRP Config'urato'

Create a tracked object, where the status of the uplink
Interface Is tracked:

= R2(config)# track 1 interface ethernet 0/0 line-protocol
Configure VRRP to track previously created object and
decrease VRRP priority by 20 should the uplink fail:

= R2(config)# interface ethernet 0/1

= R2(config-if)# vrrp 1 track 1 decrement 20
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Configuring Layer
3 Redundancy

Gateway Load
Balancing
Protocol (GLBP)
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Conflgurlng Layer 3 Redundancy Wlth GLBP

Upon completing this section, you will be able to do the
following:

= Describe the basic idea behind GLBP
= Compare GLBP to HSRP

= Describe the possible states of GLBP virtual gateway and
virtual forwarder

= Configure and verify GLBP

= Understand GLBP operations

= List and describe GLBP load-balancing options

= Secure GLBP using authentication

= Describe GLBP behavior in VLANs with running STP

= Describe the system of weights and decrements in GLBP

eeeeeeee

60




Introducing GLBP

= GLBP shares some concepts with VRRP and HSRP, but the
terminology differs, and its behavior is more dynamic and robust.

= Although HSRP and VRRP provide gateway resiliency only the
active router within the group forwards the traffic for the virtual
MAC.

= HSRP and VRRP can accomplish load sharing by manually
specifying multiple groups and assigning multiple default
gateways.

= GLBP is a Cisco proprietary solution that allows for automatic
selection and simultaneous use of multiple available gateways, in
addition to automatic failover between those gateways.

= Multiple routers share the load of packets that, from a client’s
perspective, are sent to a single default gateway address.

= There is also no need to configure a specific gateway address on
an individual host. All hosts can use the same default gateway.

Chapter 6
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GLBP Roles

Chapter

GLBP routers are divided into two roles; a GATEWAY and a FORWARDER
GLBP AVG (Active Virtual Gateway)

Members of a GLBP group select one gateway to be the AVG for that group.

Other group members provide a backup for the AVG when the AVG becomes
unavailable; these will be in standby state.

The AVG assigns a virtual MAC address to each member of the GLBP group.

The AVG listens to the ARP requests for the default gateway IP and replies
with a MAC address of one of the GLBP group members, thus load sharing
traffic among all the group members.

GLBP AVF (Active Virtual Forwarder)

Each gateway assumes responsibility for forwarding packets that are sent to
the virtual MAC address that is assigned to that gateway by the AVG.

These gateways are known as AVFs. There can be up to four forwarders
within a GLBP group.

All other devices will be secondary forwarders, serving as backup if the
current AVF fails.

Forwarders that are forwarding traffic for a specific virtual MAC are in the
active state and are called AVFs. Forwarders that are serving as backups are
in the listen state.
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Comparing GLPB to HSR

HSRP

GLBP

Cisco proprietary, 1994,

Cisco proprietary, 2005.

1 active, 1 standby, several candidates.

Active virtual gateway (AVG): 1 active, 1
standby, several candidates.

Active virtual forwarder (AVF): Multiple
active, several candidates.

Virtual IP is different from real IP addresses.

Virtual IP is different from IPs on interfaces.

Uses 224.0.0.2 v1, 224.0.0.102 UDP port
1985.

Uses 224.0.0.102 UDP port 3222.

Can track interfaces or objects.

Can track only objects.

Default timers: hello 3 sec: hold time 10 sec.

Default timers: hello 3 sec: hold time 10 sec.

Authentication supported.

Authentication supported.
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GLBP States

State

Virtual Gateway

Virtual Forwarder

Disabled

Initial

Listen

Speak

Standby

Active

NI NSRS

N HE RN NS
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GLBP States (Gateway)

Following are the possible virtual gateway states:

Disabled: The virtual IP address has not been configured or
learned, but there is some GLBP configuration.

Initial: The virtual IP address has been configured or learned,
but configuration is not complete. The interface must be
operational on Layer 3 and configured to route IP.

Listen: The virtual gateway is receiving hello packets. It is ready
to change to speak state if the active or standby virtual gateway
becomes unavailable.

Speak: The virtual gateway is trying to become the active or
standby virtual gateway.

Standby: This gateway is next in line to be the active virtual
gateway.

Active: This gateway is the AVG, and it is responsible for
responding to ARP requests for the virtual IP address.
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GLBP States (Forwarder) “

The following are the possible virtual forwarder states:

= Disabled: The virtual MAC address has not been assigned
or learned. The disabled virtual forwarder will be deleted
shortly. This state is transitory only.

= |nitial: The virtual MAC address is known but configuration
of virtual forwarder is not complete. The interface must be
operational on Layer 3 and configured to route IP.

= Listen: This virtual forwarder is receiving hello packets and
IS ready to change to the active state if the active virtual
forwarder becomes unavailable.

= Active: This gateway is the AVF, and it is responsible for
forwarding packets sent to the virtual forwarder's MAC
address.
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192 168.4.1/24

IP Addresses Used In GLBPConflguratlon

Ethum Emw1 I 192.168.4.22

192.168.2.2/24 192.168.3.2/24
Eth0/0 FHFIF’ Virtual IP: Eth0/0
192168214’24 192 168.3.1/24

P

Etho/1 |’ 192 168.1.1 .- Ethﬂﬁ
192.168.1.3/24| TTmemmeeseeetT 192.168.1.2/24
== (O
Eth0/0 Eth0/0 Eth0/3
Eth0/0 Eth0/0 Eth0/0

ﬁipcz E]Ipcs
_—— —

192.168.1.100 192.168.1.101 192.168.1.102
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GLBP Configuration

Configure R1’s Ethernet 0/1 with IP address of 192.168.1.3
and GLBP virtual IP address of 192.168.1.1.

= R1(config)# interface ethernet 0/1

= R1(config-if)# ip address 192.168.1.3 255.255.255.0

= R1(config-if )# glbp 1 ip 192.168.1.1

Configure R2’s Ethernet 0/1 with IP address of 192.168.1.2
and GLBP virtual IP address of 192.168.1.1:

= R2(config)# interface ethernet 0/1

= R2(config-if)# ip address 192.168.1.2 255.255.255.0

= R2(config-if)# glbp 1 ip 192.168.1.1
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GLBP Configuration

Configure R1’s Ethernet 0/1 with GLBP priority of 110 and
enable preemption for both GLBP routers:

R1(config)# interface ethernet 0/1

R1(config-if)# glbp 1 priority 110

R1(config-if)# glbp 1 preempt

R2(config)# interface ethernet 0/1
R2(config-if)# glbp 1 preempt
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The virtual MAC addresses of GLBP

= The virtual MAC addresses of GLBP are in the form of
0007.b4XX . XXYY.

= XXXX Is a 16-bit value that represents:
* six 0 bits (6 x 0 bits),
- followed by a 10-bit GLBP group number

= YY Is an 8-bit value, and it represents the virtual forwarder
number.

= The AVG assigned
» forwarder 1 virtual MAC address of 0007 : b400 : 0101
- and forwarder 2 virtual MAC address of 0007 : b400 : 0102
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GLBP Final Configuration

A
R3 ®| | ?I Server
[ ]
R1 \nz
VG: Active () =~ Standby
VF1: Active /u U\ EE; hlstt_en
VF2: Listen : Active
Interface IP: 192.168.1.3 Interface IP: 192.168.1.2
Virtual IP: 192.168.1.1 Virtual IP: 192.168.1.1
Virtual MAC: 0007.b400.0101 5 5 Virtual MAC: 0007.b400.0102
ASW1 -’ -’ASWE

=2 Lo

Default gateway: Default gateway: Default gateway:
192.168.1.1 192.168.1.1 192.168.11
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GLBP Operation (ARP Request)

=]
Server
!I

/ \HE
VG: Standby

uE VF1: Listen

VG: Active
VF1: Active

VE2: Listen /
Interface IP: 192.168.1.3
Virtual IP: 192.168.1.1

Virtual MAC: 000754000101 | e
ASW1 -’

ARP request — .

is a broadcast.

Default gateway. Default gateway: Default gateway:
192.168.1.1 192.168.1.1 192.168.1.1

\ VF2: Active

Interface IP: 192.168.1.2
Virtual IP: 192.168.1.1

Virtual MAC: 0007.b400.0102

==
Y Asw2
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GLBP Operation (ARP Reply)

=]
Server
||

VG: Active VG: Standby
VF1: Active VF1: Listen
VE2: Listen VE2: Active

Interface IP: 192.168.1.3
Virtual IP: 192.168.1.1
Virtual MAC: 0007.b400.0101

Interface IP: 192.168.1.2
Virtual IP: 192.168.1.1
Virtual MAC: 0007.b400.0102

- ASW2

ASW1

—
ARP T .\
Reply. - l
7
[ fee PC2 | pcs
—— ——7
A A— y 7
Default gateway: Default gateway: Default gateway:
192.168.1.1 192.168.1.1 192.168.1.1

MAC: 0007.b400.0101  MAC: 0007.b400.0102 MAC: 0007.b400.0101
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VG: Active

VF1: Active

VF2: Listen

Interface IP: 192.168.1.3
Virtual IP: 192.168.1.1

Virtual MAC: 0007.b400.0101

VG: Standby

VF1: Listen

VF2: Active

Interface IP: 192.168.1.2
Virtual IP: 192.168.1.1

Virtual MAC: 0007.b400.0102

Default gateway:

MAC:

Chapter 6

ASMHI...."

Prsws

Traffic — /
flows. : | /
L
[::]|PC1 IPCE |PCS
yp—— 7 y——— 7 H
—2 y—a 2

Default gateway:
192.168.1.1
MAC: 0007.b400.0102

Default gateway:
192.168.1.1
MAC: 0007.b400.0101

192.168.1.1
0007.b400.0101
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GLBP Operations: Failed R1 NeW Data Path

A
E' Server

VG: Active

VF1: Active

VF2: Active

Interface IP: 192.168.1.2

Virtual IP: 192.168.1.1

Virtual MAC: 0007.b400.0102
0007.b400.0101

ASW2

IPCS
—— —— —f
A y 2
Default gateway: Default gateway: Default gateway:
192.168.1.1 192.168.1.1 192.168.1.1

MAC: 0007 b400.0101  MAC: 0007.b400.0102 MAC: 0007.b400.0101
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GLBP Load-Balancing Opti

GLBP supF_orts the following operational modes for load balancing traffic
across multiple default routers that are servicing the same default gateway
IP address:

= Weighted load-balancing algorithm

- The amount of load that is directed to a router depends on the weighting
value that is advertised by that router.

= Host-dependent load-balancing algorithm

* A host is guaranteed the use of the same virtual MAC address as long as
that virtual MAC address is participating in the GLBP group.

= Round-robin load-balancing algorithm

* As clients send ARP requests to resolve the MAC address of the default
gateway, the reply to each client contains the MAC address of the next
possible router in a round-robin fashion. The MAC addresses of all
routers take turns being included in address resolution replies for the
default gateway IP address.

= To configure the load-balancing option, use the following
command:

* Switch(config-if)# glbp group load-balancing [ round-robin
| weighted | host-dependent ]
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GLBP Authentication

= The key for the MD5 hash can either be given directly in the
configuration using a key string or supplied indirectly
through a key chain.

= The key string cannot exceed 100 characters in length.

The following example demonstrates the configuration for
GLBP authentication:

= Router(config)# interface Etherneto/1

= Router(config-if)# ip address 10.0.0.1 255.255.255.0

= Router(config-if)# glbp 1 authentication md5 key-string deeb4r987654321a
= Router(config-if)# glbp 1 ip 10.0.0.10
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GLBP and STP

= With some switching topologies, the operation of STP
results in inefficient traffic paths.

= |[n such cases, implementation of HSRP might be preferred
over GLBP because it Is easier to understand, whereas
GLBP provides no advantages.

SWi1
GLBP Virtual
MAC 1

Distribution
Layer 2 plus
Layer 3

sw2
4-‘-. GLBP Virtual
e l) MAC 2

=

Access
Layer 2
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Tracking and GLBP

= Changing weight affects the AVF election and the load-
balancing algorithm.

= Both values can be manipulated with object tracking.

High threshold: 50 EEI EEI High threshold: 50
Low threshald: 20 Low threshaold: 20
—= Decrement by 50 if Gi0/A fails

-= Decrement by 50 if Gi0/ fails
- Decrement by 50 if Gi0/2 fails -= Decrement by 50 if Gi0/2 fails
GioN GioN

AVG Gio/2 Gio/2 AVF2
AVE1 GLBP Group
‘-__________—_________.r

AVF tracking AVF tracking
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GLBP Weight

= GLBP uses a weighting scheme to determine the forwarding
capacity of each router in the GLBP group.

= The weighting that is assigned to a router in the GLBP group can
be used to determine whether it will forward packets and, if so,
the proportion of hosts in the LAN for which it will forward
packets.

= Thresholds can be set to disable forwarding when the weighting
for a GLBP group falls below a certain value, and when it rises
above another threshold, forwarding is automatically reenabled.

= By default, the GLBP virtual forwarder preemptive scheme is
enabled with a delay of 30 seconds.

= A backup virtual forwarder can become the AVF if the current
AVF weighting falls below the low weighting threshold for 30
seconds.

= To disable the GLBP forwarder preemptive scheme, use the no
glbp forwarder preempt command or change the delay by using
the glbp forwarder preempt delay minimum command.
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Cisco.

GLBP Tracking Detects Interf

Chapter 6

AVF tracking
Weight: 44060 10
High treshold: 50
Low treshold: 20

—= Decrement by 50 if Gi0/ fails
—= Decrement by 50 if Gi0/2 fails

'y
524

5w
1= I

ace Failure

AVF tracking
Weight: 110
High treshold: 50
Low treshold: 20

-= Decrement by 50 if Gi0/1 fails
-= Decrement by 50 if Gi0/2 fails
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GLBP Weighing Option Under Fallures

Number of Active
Uplinks on S1

Number of Active
Uplinks on S2

Traffic Through S1

2

2

50% (110:110)

65% (110:60)

100% (S2 not eligible to forward)

0% (S1 not eligible to forward)

35% (60:110)

50% (110:110)

100% (S2 not eligible to forward)

0% (S1 not eligible to forward)

2
2
0
1
1
1
0
0

S| = | S = B B S| =

0% (none eligible for forwarding)
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GLBP Object Tracking Sample Conflguratlon

Chapter 6

GioA

Gi0/1
Gi0/2 Gi0/2 S0

GLBP Group

sl (config)#4 track 1 interface GigabitEthernet0/1 line-protocol
sl (config) 4 track 2 interface GigabitEthernet0/2 line-protocol
51 (config-track) 4 interface GigabitEthernet0/0

sl (config-if)# ip address 192.168.1.2 255.255.255.0

sl (config-if)# glbp
sl (config-if)# glbp
sl (config-if)# glbp
sl (config-if)# glbp
sl (config-if) # glbp
sl (config-if)# glbp

1

H R

ip 192.168.1.1

priority 110

preempt

weighting 110 lower 20 upper 50
weighting track 1 decrement 50
weighting track 2 decrement 50
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Chapter 6 Summary

= The redundancy protocol provides the mechanism for determining which
router should take the active role in forwarding traffic and determining
when that role must be taken over by a standby router .

= HSRP is a Cisco proprietary protocol, whereas VRRP is an industry
standard for virtual routing gateways.

= HSRP Version 1 and Version 2 active and standby routers send hello
messages to multicast address 224.0.0.2 for Version 1 and 224.0.0.102
for Version 2 on UDP port 1985.

= |t is important that the configured active router should be the same as
the STP root bridge.

= HSRP and VRRP use the VLAN load-balancing mechanism for load
balancing.

= With the new RFC, only the Cisco implementation of VRRP supports
VRRP authentication.

= GLBP, by default, provides the virtual gateway and load balancing via
multiple virtual MAC addresses.

= Review all the configuration examples and troubleshooting steps for
better understanding and for exam preparation.

Chapter 6
85



Chapter 6 Labs

= CCNPv7.1 SWITCH Lab6.1 FHRP HSRP VRRP
= CCNPv7.1 SWITCH Lab6.2 HSRPV6
= CCNPv7.1 SWITCH Lab6.3 GLBP
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